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POLICY AND TECHNICAL ISSUES FOR INTERNATIONAL SAFEGUARDS
IN NUCLEAR WEAPONS STATES

J. T. Markin and W. D. Stanbro

1. INTRODUCTION

Expansion of international safeguards into the military and commercial fuel cycles of the

nuclear weapons states (NWS)-the subject of pmwious proposals in international mfeguards

discussions and of studies in the safeguards litera~has been given impetus by ment US

government initiatives for safeguards on excess weapons materials and a verifkd fissile

materials production cutoff. These proposals, if implement would have implications on the

safeguards objectives, approaches, and technologies that are traditionally employed in

international safeguards. This paper examines the mcdfications and innovations that might be

required to the current international safeguards regime in meeting these proposed new roles.

Although the examples given are in the context of the US materials and facilities, many of the

conclusions are valid for other NWS.

None of the statements in this paper represent official US position on policy for

international safeguards in weapons states. Instead, the purpose is to identify policy and

technical issues and to offer, where possible, options for their resolution.

This paper limits consideration to the potential role of the IAEA in verifying these proposed

initiatives for declared facilities, recognizing that there may also be a role for bilateral,

multilateral, or regional verification regimes. Indeed, in some cases verification of weapons

materials may be more appropriate for a bilateral arrangement. Because traditional IAEA

safeguards may not be admissible for weapons materials, the concept of “transparency” is

suggested as a less intrusive alternative providing some confidence that materials are as

declared.

Among the possible objectives of international safeguards in a NW are 1) safeguards for

excess weapons materials, 2) verification of dismantlement of nuclear weapons, 3) verification
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of shutdown of facilities for producing fissile materials for weapons, 4) verification that

reactm for production of tritiurn are not used for fissile material production, and 5) verifkation

that commercial facilities and their nuclear materials are not used for proscribed purposes.

2. POLICY AND TECHNICAL ISSUES

The application of IAEA safeguards to verifying excess weapons materials or cessation of

fksile material production for weapons would create policy and technical issues for both the

L/WAand NW needing resolution before any international safeguards regime could be

implemented. These issues are driven by conflicting requirementsin two areas: 1) the xmflict

between the limited resources of the IAEA and the increased resource requirements for

safeguarding military and commercial fuel cycles in the weapons states and 2) the conflict

between traditional IAEA safeguards practices and the classified nature of some weapons

materials and facilities.

Resolution of these issues could be approached through some combination of the

following: modifications in the IAEA vefilcation goals and safeguards approaches that would

reduce inspection effoz modiilcations in NWS classflcation laws to allow measurement of

selected attributes of sensitive materials or allowing access to classified data by inspectors from

selected NWS, offering weapons materials in an unclassifkd form to accommodate traditional

IAEA safeguards, innovations in technology that would reduce resource intensity of

inspections, and innovations in technology that would allow verification of weapons materials

and facilities while limiting disclosure of sensitive data.

2.1. Verification Goals

hmrnational safeguards verification goals area quantitative statement of the significant

quantities of materials, the probability for detecting their loss, and the timeliness of the

detection. Because these miteria derive from the goal of detecting a state’s acquisition of

materials for a single weapon, they could be modified in the context of a nuclear weapons state

to reflect, for example, detection of acquisition of a militarily significant amount of materials.
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Relaxing the current verifkation goals would result in seduced fkequency and intensity of

applying inspection effort, embling the IAEA to accept incmsed verifkation requirements

while limiting the needed resoumes.

2.2. Safeguards Approaches

Internationalsafeguan%approachesaredetaileddescriptionsof the inspection activities

appliedat each type of nuclearfacility including the facility reports to be reviewed, the locations

for making measurements, the number of items to be randomly selected for vtilcation, and

the measurement method. An example of a modifkd safeguards approach is the departure from

the current IAEA practice of inspecting facik;es according to an announced schedule to allow

inspections at randomly selected times. Indeed randomized inspections have been applied by

the IAEA in centrifuge enrichment plants and on a limited basis at a low-enriched uranium fuel

fabrication plant in the US. Where randomization is practical, it can reduce the numbers of

inspections while stili maintaining a deterrent to diversion of materials.

2.3. Modification of Accounting Procedures

A key ,policy issue is the conflict between full scope IAEA safeguardsas implemented in

NIT countries and the classification laws of weapons states, which restrict the information that

can be disseminated about weapons materkds and facilities. Application of traditional IAEA

safeguards with its reliance on precise measurement of the attributes of materials accmmting

including concentration, isotopi;s, and masses of nuclear materials would requirt data about

weapons materials that is currently classified.

An option for modifying the IAEA regime to accommodate classification of weapons

materials attributes such as mass and isotopics is to replace IAEA materiais accounting

procedures with transparency measums that rely on a combination of item accounting including

item counting, verification of serial numbers and application of tamper indicating devices, and

qualitative measurement(s) to confmn emissions characteristic of the declared nuclear material

while avoiding disclosure of sensitive data,
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2.4 Modification of Classification Laws

Relaxation of NWS c!ass~lcation rules to permit a broader range of matetials attributes to

ix measured could allow international inspections to employ traditional safeguards procedures.

However, application of IAEA accounting methods would requiredisclosure of isotopics and

mass, an action which would conflict with NPT prohibitions against sharing weapons design

information with non-nuclear weapons swes (NNWS). Alternatively the NWS could allow full

disclosure of materials attributes provided the inspectors were limited to representatives oi

selected Nws.

2. S. Weapons Materials

A resolutionof the conflict between traditionalIAEA proceduresandprotectionof

sensitive informationis provided if the offered materials are not in the form of weapon

com~nents. Processing of weapon components or offering of fissile materials from the

weapons program in the form of metal ingots or oxides would remove their association with a

particular weapon type and declassify atrnbutes such as isotopics and mass, allowing

application of traditional IAEA accounting, provided that the less sensitive quantity, total

amount of special nuclear material in a facility, could be declassified.

2.6. Safeguards Technologies

Safeguards technology developments can reduce the inspection resource requirements for

implementing imt,maticmal safeguards in weapons states and provide options for mediating the

conflict between fdl scope IAEA safeguards and classification of sensitive information.

Examples of reductions in inspection)effort are the use of continuous unattended monitoring

devices that record optical and radiation histories of facility operations for periodic review by

inspectors. and the use of video surveillance combhd with fiber optic seals to verify item

sealing in the absence of an inspector. In both instances the frequency of inspector visits to a

facility is reduced by the technology.
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Developments in nondestructivemeasurementtechnologies can offer options for gaining

cxmfklencein the validity of a statesdeclarationof weapons materialwhile restricthg disclosure

of sensitive data.For example low resolutiongammadetectorslimited to counting gammarays

in a selected energy window could confm the presenceof fissile nxiterialwith some of the

appropriategammaemissions while avoiding disclosureof the materialscomplete isotopic

composition.

3. SAFEGUARDS FOR EXCESS WEAPONS MATERIALS

3.1. Classification Issues

The sensitive nature of the materials and facilities involved in verification of excess

weapons materials will constrain the permitted verification activities. Thus, a key issue is the

balance between adequate verification by an inspector and adherence to the chssifxation laws

of a NWS. Tinebasis for classification in the US is the Atomic Energy Act of 1954 as atrmcied

and the Nuclear Nonproliferation Act of 1978, which prohibit the disclosure of weapons

design information. In addition, the NW have ameed under the NPT not to disseminate

weapon design information.

Under current US classification guidance the only attributes of a weapons component that

could be measured are the total dose rates fkom neutron and gamma rays combined at a single

poi[~tand distance, and a single energy neutron or gamma (less than 3(X)keV) measurement

revealing only counting rates. Other parameters such as shape, total mass of nuclear material,

and isotopic composition are classified and could not be disclosed without violating

classification guidance.

Excess weapons materials that are not in component form, for example, metal ingots or

oxides, are not subject to the same classification restrictions as components. Indeed, the

masses and isotopic composition of these materials are not classified, although the totai

amounts within a facility may be. These materials, if offered as excess, would resolve the



i%.ssificaaonissue andallow traditionalIAEA safeguardsbasedon quantitativedetermination

of materialamounts.

3.2. Transparency

h ibis context the notionof “transparency”ha’ been introducedas a means of iwhieving

the balancebetween an inspector’s need to know and nondisclosureof sensitive &ta. his

wcxdimplies a nonintrusiveobservationof the sensitive materialsor relatedactivities which

gives confidence thatthe situationis as declared, but stops shortof fill vfication. For IAEA

sdeguards, transparencymay not be an acceptablecompromise because traditionallyinspection

activities am uniformlyappliedin all countries.Moreover, the US VoluntaryAgreement,

whereby facilities m offered for safeguards,pwwidesfor traditionalIAEA safeguardsin the

selected facilities. Thus, if materialsandfacilities are subjectto internationalsafeguardsunder

the aegis of the voluntaryoffer, standardIAEA safeguads approacheswould be applicable.

Altem::tively, transparency could provide the needed bridge between the WOextremes of

traditional IAEA safeguards and strict adherence to classification laws. Thus, safeguards on

classified weapons componems could consist of; em counting, checking of item serial

numbers, vtilcation of seals, and one 01 mole qualitative measurements. The qualitative

measurements could consist of some combination of neutron or gamma measurements chosen

so that classified data such as mass and iso?opics are not disclosed. For example, classification

laws could be relaxed to allow gamma measurements in a few energy channels characteristic of

the emissions horn highly enrichtxi uranium (HEU) and plutonium. This could be allowed

without disclosing the complete isotopic composition of the material or the mass.

3.3. Entry in!o Safeguards

Entry of excess weapons materials into international safeguards could logically occur at

three points: 1) at the location of the weapon in the field, 2) at entry into the dismantlement

facility, and 3) at entry into long-term storage. The choice of location for acceptance of the

excess material into safeguards will depend on whether the purpose is to confirm that the
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materialis from a weapon thatis being retired(i.e., an armscontrol purpose)or to confirm the

depmit of fissile rna”tials in the amountdecked by the state. For armscontrulpuqmses,

cmry into safeguardspriorto dismantlementwith subsequentcontinuityof knowledge until the

component is stored would be desirable. This approachwou’d be nsource intensive, intrusive,

andpotentiallyexpose sensitive &ta In addition,this maybe an inappropriaterole for the

IAEA because it is outside the scope of WI’ safeguards.Alternatively, if the puqmse is to

ver@ the receipt of fissile materialsin the declaredamounLentry into safeguardscould occur

subsequentto dismantlement,the inspectionregime can k less intrusiveand, pwided the

materialsate not in component f- traditionalIAEA wcounting pocaiures may be applied.

fie firstoption requiresobservationof the weapon being loaded into a shipping

container andsubsequent monitoring of its integrity untii it arrives at the dismantlement facility.

Because of classification issues, the confmnation of initial inventory wodd not include a

quantitative determination of the fissile materials but instead would likely depend on a

transparency approach employmg visual obsemations, tags, seals, and limited qualitative

measurement d Item attributes.

The second option, entry of the weapon component into safeguards at the dismantlement

facility, would limit the inspection activities because just the presen :e of internaticml

impecmrs within the facility could comprise sensitive information through visual ohserv athi

of classified shapes. Instead the ;nspector could rely on transparency measures applied at the

boundmy of the facility to gain confidence that activities areas declared. These measures could

consist of any one or combination of the following: 1) declarations by the state of the types

and numbers of weapons being dismantled which could be checked for consistency with

unclassified facility or public information; 2) observations by the inspectorate of vehicles and

shipping containers crossing the faci!ity boundary; and 3) application of instrurmmtation such

as portal monitors or other devices for measuring radiation at the facility boundary.

These methods would not allow continuous knowledge of the disrmmt]ement history of

individual items but could provide assurance that the approximate numbers of weapons
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declared were in fact being dismantled.Continuityof knowledge of individualitems ~dd be

resumed uponexit from the facility by applying seals, noting serial num’hers,and making a

qualitativecdirmatory measurement.

The loss of continuityof knowledge of the item at the dismantlementfzility would bean

impedimentto verifying thatweaponcomponentsfkomretiredweapons were actually being

placed into storage,diminishingthe value of enteringthe materialsinto safeguardspriorto

weapon dismantlement.

The thirdoption, entry into safeguardsat the storagefacility, could rely to a large extent

on traditionalIAEA procedure and m%tologies ind.ding item counting, checking serial

numbers, verifying item seals, checking seals on vault doors, use of surveillance devices and

qualitative nwwrements on items. Other innovations in surveillance technologies could be

considered such as devices that continuously monitor an item attribute or an area neutron

monitor. The latter technology could provide additional assurance that material amounts

consistent with those declared are being stored.

In addition to items in the form of weapon components, ether fissile materials fmm the

weapons production process such as metal ingots or oxides, not in the form of weapon

components, could also be declared excess and accepted int~ Safebwardsat a sto.zige facility,

provided they were in a stable form for long-term storage. In this form the material attributes

such as isotopics and mass would not be classiiled, and traditional IAEA safeguards based on

quantitative determination of material amounts. could be applied, provided the currently

classified quantity, total amount of SNM in a facility, could be declassified

Other unclassified weapons materials in various locations within the weapons complex

could require further processing to assure their safety for long-term storage. A reasonable

approach would be to defer placing these materials under international safeguards until they

were processed to a stable form, thereby avoiding the resource intensive application ~f

international safeguards to bulk processing facilities.
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3.4. Withdrawal from Storage

Becausefissik nMterialsstoredin containerscan undergoChem:caland physical changes

thatmate a safety haza@ any safeguardsapproachfor storedmaterialsmust accommW the

need fw pericuiicremoval of selected items h storage.For example, plutonium=tal may

oxidize fromexposure to ~iror moisture,resultingin a large volurm expansion thatcould

breachthe container,andplutoniumoxide readily adsorbsother materialon its surface,and

xadiolyticdecomposition of these materialsgeneratesgases such as oKygcn and hydrogen

whose increased presswe could rupture the container.

Safety considerations such as these could require mnovai of items from a storage facility

man area where the materials are repackaged. In that instance safeguards could be extended to

include tie iiems, whereas in the repackaging facility, the item could be removed temporarily

from safeguards or an equivalent amount of material could be introduced into safeguards as the

defective item is removed.

3.5. Measurement Issues

The principal technical challenge for safeguarding of sensitive excess weapons materials

is to develop a confirmatory measurement method giving confidence that fissile materials

consistent with a states declaration are present without disclosing sensitive information.

Although the technologies for measuring atrnbutes of fissile materials are welI developed

inciuding those for measuring heat output(calorimetryj, total neutrons and gamma rays, gamma

energy spectrum, and coincident and multiplicity neutrons, their uncawrained application

could reveal item amibutes such as fissile mass and ismopics that are.: .ent.lyclassified for

nuclear components.

A so-called “fmgcrpnnt” or confmnatory measurement giving confidence that an item

contained the declared type of material without disclosing sensitive data could be based on

some combination of the following measurement technologies.

CumemtUS classiilcation guidance allows a measurement of the total ~diatici; at a freed

distance from the weapon component container. Ionization chambtm or other health physics
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instmrnmtscould be used fm this purpose.?hii measumment would itiicate the presence of

mdioactive rnateridbutwould not provi& informationaboutplutoniumor HEU.

Low resolution gammasptmcopy using, forexample, Nal detecmrs can be applii to

confkrnthe presmce ofa characteristicgammaCmiSSiOtl fkm the ma-. ‘fk detector-

be appliedeither as a gross gamma-raycountersuch thatevery gamma-rayinckknt on the

detectoris counted or as a gamnw-raycounter within an energy window or windows. The first

mock would conftrmthe presenceof radioactivematerialandthe second mode could confirm

_ my emissions appropriateto plmmium c- HEU.

The simplest categoryof neutroncountersis a passive neutrondetectorthatcounts the

totalnumberof neutronsemitted spontaneously in a gi:en time intend without external

excitation. This instrument gives very little knowledge of the contents of the item except that it

is a neutron emitter. Although this methodcould confii the presence of radioactivematerials,

total neutronemissions are currently classified.

Neutron multiplicity counters can give information about the form and mass of

spontaneously fissioning isotopes. However, because these neutron measurement results

would be related to component mass, they could be regarded M sensitive, and when combined

whn material isotopics, they would disclose the total mass of fissionable material. The neutron

multiphcity measurements would be applicable to plutonium but could only confum the

presence of radioactive material.

Other technical approaches that are less well dev~loped for these applications such as

acoustic resonance spectroscopy (ARS), which provides a spectrum of an item’s response to

an acoustic pulse or infra-red (IR) measurements of temperature contours, could give a unique

fingerprint of an item without disclosing classified data. ARS would only assure the continued

integrity of the materials, giving no information about its radioactivity, and El would be

applicable only to plutonium, giving confirmation of a heat generating source. However, these

methods are not yet proven for this application.
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4. VERIFICATION OF SHUTDOWN OF FISSILE MATERIAL
PRODUCTION

Applkation of intrmationalsafeguardsto verify cessation d produ:-tionc’!fissile

nxi[erialsfor weapons purposeswould presentnew objectives, facilities, and imtetials for

incorporation into the international safeguanis regime. The objmives wmki include verification

of shutdown of facilities for prod .lcing fissile materials fos weapons v&lcX.ion that reactors

for production of tritium are fiot usd for fissi.k material pwiuciion: and vdkation that

anomercial facilities and theirnuclear mate+ais UCnot used for proscribedpurposes.

Verifk.d shutdownof fissile materiai production for wrapons cmid encompass

afeguartiing of several facility ~s including ,~oductiim reactors, facilities for fatnicating

reactor aswmi]lies, and facilities for rqxocessin:l sy~nt fuel assembhes. Venfy;ng the

shutdown of a facility could rely on wekuar.” implied at the ‘boundaryof the facili!~ using

traditional IAEA technolog.i;s v.;chah WJS vide~ sub<tilkince, or radiation detectors. This

equipment could be Complemtmtrd by tech~’~lcyies.?evelopd for dume~tic physical protection

includir g mction sensors arid seismic detectors, and by related teclwc+bies appiied in

verifying compl \ance ~vit!t the INF treaty, which re.quird verifying that missile production

facilities were shutdown. Effluei~tmonitr~ring,although not in rourlne use by the IAEA, is

under development and could ‘beapplicable tc shutdown verification provided it can distinguish

between old versus recentprmluction activities

Verifying that allowed production activities for militmy purposes am not used for

proscribed actions would involve the IAEA in inspections of facilities such as tritium

production reactors or gaseous diffusion enrichment plants for HEU production. However,

because the Agency has no experience in safeguarding these types of facilities (although there

may be future experience with an Argentine diffusion plant), new safeguards approaches and

perhaps new technologies would be required. Futiher, because of the classified aspects of

these facilities, traditional IAEA inspection practices would probably not be possible, perhaps

forcing reliance on transparency measures applied at the facility boundary.
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Extension of the verified productioncutoff into the commem“alfuel cycles of all NWS to

include power reactors,spent fuel stores,reprocessing plants, enrichmentplants,mixed oxide

(MOX) fuel fabrication, etc. wouid present a daunting challenge to international safeguards

mources. Although IAEA safeguards approaches and technologies would be directly

applicable to safeguarding these fuel cycles, the implied resources fm application of traditional

I/U 4 safeguards would exceed current or anticipated inspection budgets. Cleaxly, this

expnsion of the existing safeguards regime could only be accommodated through

modifkations of the current inspection approach~s to include less resource intensive activities

(with an accompanying reduction in safeguards assumnce) or through incxeased use of

=hnolog~es to replace traditional inspector activities.

5. ENHANCED SAFEGUARDS PROCEDURES AND TECHNOLOGIES

Extension of I.& .A safeguards into the military and commercial fuel cycles of the declared

N WKwould significantly increase the inspection mources required to inspect these additional

facilities and materials. Because these resource reqnixwnents would exceed what could

reasonably be expected of a traditionally limited safeguards operating budge~ either the NWS

must previde the shortfall in resources, or the inspectorate must look to imovations in

procedures and technologies to meet these increased demands.

5,1. Continuous Unattended Monitoring

Use cf equipmentto replaceinspectorpresence at inspected facilities has been

demonstratedto reduce inspectionresourcerequirementsandpromises furthereconomies as

these technologies arcdeveloped for new applications.The basis of this approachis a sewx

such as a video camera or a radiation detector that continuously monitors and records the

environment in an inspected facility; a method for communicating and storing the acquired data

for review by an inspectm, and a method for authenticating the validity of the data. The* data

can periodical y be reviewed on-site to detect anomalies in facility operations that are of

safeguards interest.
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Examples of the applicationof these technologies include a continuous unattended

monitoring system czmsisting of nondestructiveassay and surveillance sensors at an autornwd

MOX fuel fabricationfacility; radiationsensorsmonitoringmovements of spentfuel assemblies

in an on-line r~.ctm, and a system of radiationdetectorsandvideo camerasthatrnonitom

movements of spent fuel i%omthe receiving ma to the storage area of a reprocessing facility.

Where there is technology for transmitting the recorded information h the facility to

the IAEA, further savings are achieved because the inspector need not visit the facility to

retrieve and examine the reccxded data. Technical feasibility of such a system has been

demonstrated using surveillance data from the spent fuel pond of a reactor, which was

transmitted directly to IAEA headquarters.

The technology developments that are needed to facilitate unattended monitoring of

nuclear facilities are optical, chemical, and radiation sensors that cart be tamper protected and

operate in an unattended mode for extended periods, methods and technology for compressing

and storing large amounts of &t4 methods and technologies for encrypting and transmitting

the &t% and algorithms and software for automating the review of large databases.

These technologies cou!d reduce inspection resource requirements in NWS and other

states by, for example, eliminating the need for interim inspections at reactors through remote

transmission of surveillance data; providing remote assurance that shutdown facilities are not

opemting; and eliminating the need for inspector presence at measurement of material flows

through unattended monitoring.

5.2. New Safeguards Approaches

The applicationof internationalsafeguardsto excess weapons materialsandmaterialsin

thecommercial fuel cycle of nuclear weapons states will require development of procedures

and technologies for materials and facilities not previously safeguarded by the IAEA. Excess

weapons materials may be in forms for which no measurement methods presently exis~ and

facilities in the military fuel cycle such as production reactors or diffusion enrichment plants
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thatareof a type not previously underinternationalsafeguads will xequirenew safeguards

approachesandinstrumentation.

In the commercial fuel cycle new safeguardsapproachesareneeded to consave

inspectionresources.Examples include the zone approachin which a sectorof rifuel cycle

containingsimilarmaterialsis treatedas a single materialsbalancearea,therebyeliminatingthe

need to confm transfersbetween facilities, andrandomizationof inspections, which relies on

unpredictabtityof inspections to reduceinspectionresourceswhile maintaininga deternmtto

diversion. Both of these approaches have been tested by the IAEA in the field and could be

applied in NWS.

6. SUMMARY

In applying international safeguards within the NWS, an important policy issue is

whether the implementation of safeguards will be the same as in non-nuclear weapons states.

Resolution of this policy issue must consider that classification of some weapons materials

precludes traditional IAEA safeguards and that traditional safeguards approaches, especially

applied to the commercial fuel cycles, would exceed any anticipated Agency resources.

A fundamental policy issue for application of international safeguards to excess weapons

materials is whether the purpose is an arms control function of verifying the retirement,

dismantlement, and storage of declared weapons components or the acceptance into safeguards

of declared amounts of fissile materials. Indeed application of traditional IAEA safegwtrds to

material in intact weapons would be resource intensive, intrusive, and could result in disclosure

of sensitive information. The arms control objective is rnc:c compatible with a bilateral

inspection regime,

If the objective is to confirm declared amounts of excess weapons materials, traditional

IAEA materials accounting procedures could be applied provided materials are in unclassifkd

form, Safeguards for classified weapons components could be based on transparency measures

that depart from traditional Agency practice by employing only qualitative measurements.
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Safeguardingof classified weapon components~ the IAEA, if deernedappropriate,

would be facilitatedby developmentof proceduresandtechnologies for applicationof

~cndestructivemeasurementmethodsin modes thatwould not disclose classified databut

would give cti:dence thatmaterialsareas declared.

Because the presence of inspectorsin dismantlementfacilities could compromise

weapons design informationthroughvisual observationof c’hssified shapes, entry of declared

amountsof excess weapons materialsinto safeguardsshould occur subsequentto

dismantlement.However, some assurancethatdismantlementactivities areas decked cmdd be

provided by transparency activities applied at the facility boundzuy.

Application of IAEA safeguards to the commercial fuel cycles of NWS would be

facilitated by innovations in safeguards approaches and technologies that reduce i.rwpection

effort. If departures from traditional safeguards were acceptable, approaches such as random

uncertainty in inspection times could comtme inspection resources. Technologies for

continuous unattended monitoring and remote transmission of surveillance data also offer

resource savings.
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