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Suzanne T. Smith and Richard M. Tisinqer
Safeguard: Systems Group, RS-E541

Los Slamos National Laboratory
Los Alamos, NM 07544

Using the Los Rlamos Vulnerability ●nd Risk
Asgassment (LAV*) methodology, w developed ●

modal for ●ssessing risks ●ssociated with nuclear
procogning plantu. LhVA is a three-Part $ystoma-
tic ●pproach to risk ●sseament. The first part
it the mathematical mathodoloqy; tha socord is the
ganaral personal computer-baoad coftware ●nqino;
●nd tho third is the ●pplication itself. The
methodology provides ● framauork for creating
●pplications for the software ●qino to o~rate
upon; ●ll ●pplication-specific information is
aata. Using LAVA, we build knowledge-based ●xpert
systems to ● ssess risks in ●pplications $y$t.m.
comwisinq ● subject system ●nct ● safeguards sys-
tem. Th* subject system model is sots of threats,
as80ts, ●nd undesirable outcomes. Tha safeguards
systaa modol is sets of 9afequwds functions for
protecting tho aaoota from the throats by preuent-
inq or ama~ioratinq tho undesirable outcomes, sot$
of satequards aubfunctionn uhose Wrformance do-
termino whuthor the function is adequate ●nd com-
ploto, ●nd sots of 1S9UOS, ●ppearing ● s intarac-
tiuo quostionnairos, whose measures (in both mone-
tary ●nd linguistic tarms) dofino both the weak-
nesses in the wfquards system ●nd tho potential
costs of an undesirable outcome occurring. LAVA
●pplications includo our popular cowutor security
●pplication ●nd ●pplications for ●m tided systems,
survivability systems, transborder data flow tya-
temn, proparty control systems, and othmrv

Ida used the Los Alamos Vulnerability and Risk
Atsessmont (LAVR) methodology to dovolop ● h.@r-
archical structura ●nd sots of fuz?y ●vent troos
for modollnq risk ●ssessment for nuclear safe-
guards syttoms. This .tructurs is quidinq our
dwolopment of ● complote automated LfiVfi aPplica-
t:ona $ystom (LW4A/WG) that ● ssesses r{skt in
nucloat safeguards systems

LWWWG addresses rinks associated with such
potential outcoams ● s theft or diversion of nu-
clear wterial, radioloqi ●l sabotaqe, unauthor-
ized control of nuclear wapons or test dev COO,

Work supportod by the U S Department of Enaw,
01’fico of Safaquards ●nd Security

and other concmrns. LAVA/NSG is an ●lternative
to ●xisting quantitative methods, pr~uldinq an
●pproach that is both objectivo and sub]ectlve
●nd producinq results that ● re both quantltatlue
●nd qualitative. In addition, LAVA/NSG can be
used ● s ● self-tasting device in preparing for
inspections, ● s ● self-evaluating device in test-
ing compliance with the uarioue orders ●nd cri-
teria that ●nist, ●nd ● s a certification device
by ●n inspector or ● n inspection team.

LAVA is ●n original systematic ●pproach to
risk ●s.assment dovelopad ●t the 1-0s Alamos
National Laboratory to deal with risks inherent
in maasivo, complicated systems. 1-5 Character-
istics of such systems ● re huge budias of impre-
cise data, indotwminato (and possibly undetected)
●vents, large quantities of subjective informa-
tion, ●nd ● dearth of objective information The
methodology hae bean used for our popular computer
security ●pplication, LAVWCS,6 ● s uell ● s ap-
plications for ●mbedded systeme, survivability
systems, transbordor data flw systoms,7 prop-

●rty control systeme, ●nd othors.

TM LAVA SYSTEM

LAVA has three saparote parts. The first part
is th. mathematics of tho mathodoloqy-lts mathe-
matical undorpinninqs ●nd technical basis The
second part is tha qeneral software ●ngine, wr\t-
ten for ● widsly used family of parsonol computers
●nd structure to be independent of the applica-
tions that it drivet Tho third part is the
●poiication itself. Tha LAVA methodology prouldes
● framework for crnatinq ●pplications for the
qeneral software mqine to operate upon, ●ll aP-
plicatioxspecific information IB represented •~
data

Usinq L6VA, we build knowladqo-based enp~rt

tystom for ●ssossinq risks in ●cipllcations YY7
terns Thor’. ● ra two parts that define ●n appll
cation rho first part is the hierarchical struc-
ture .nd troos that dafine tho model-the thrwt
●sset, ●nd outcome sets, the outcome posslblll!v
matrix, the safeguards functions for ea~h thr~~t
●sset pair, based upon the kinds of lntorac!l!)~!~
that miqht occur to result in one or more uf I’IQ
outcome#; tho safeguards subfunctions for *MI 1!
function; mltlqatinq factors for outcome 3ovm~Ilv



and the contributing factors, both linguistic and
mcmtary, to the potential cost of ● successful
attack The socood part is the set of questio+
na:res, implemented as data sets for the general
softwara engine to operate upon the vulnerability
assessment questionnaire, tha outcome severity
mitigation questionnaire, the dynamic threat ques-
tiofinaire (if applicable), and the monetimy and
linguistic impact (or cost) questionnaires

The vulnerability ●ssessment questionnaire
for a given application is concatenated from ●

library of cetegory questionnaires that come about
from specific security orders, inspection cri-
teria, interview with various experts in the
field, ●nd general good security practice. The
questions themselves represent individual safe-
guards (called “safeguards ●lemants”) or portions
of zafeguwds (called “safeguards ●ttributes”)
that ● re related through a database stru .ture to
one or several of the safeguards subfunctions,
The vulnerability questionnaire can comprise from
● fen hundred to several thousard questions, de-
pending on tho required ●nalytical depth.

The other questionnaires w. ●ll considerably
smaller than the vulnerability questionnaire. The
outcome severity mitigation questionnaire inquires
●eout the presence ●nd ●sti-ted ●ffectiveness of
any mitigating nituatione that might be pertinent.
If intelligence information is ●vailable ●nd ana-
lytical detail ●bout the dynamic threat ia re-

quired, the dynamic threat questionnaire seeks
information ●bout the motivation, capability, ●nd
opportunity of the current knomn threat ●nd ●bout
the ●ttractiveness of ●ach ●sset set to the
threat, if such information is not ●variable, th~
user estimates ● relative ●ttractivenots factor
for the ●sset sets ●nd whether the dynamic thrvat
is the same ● s or, in varying degrees, lamer or
wnaller than the background (static) threat. Tho
impact questionnaires ●sk cost-related questions

in either linguistic or monetary terms with the
exception of the intelligence-based dynamic thredt
questionnaire, al! of the questions in these ques-
tionnaires number in the single or double diq!ts
(usuelly not more than a dozen or so quastions)

THE WCLEAR SAFECUNfOS MOOEL

For our nuclaar safeguards model, LAVA/NSG,
we postulate four assets: 1) nuclear material;
2) the facility, including physical plant md
personnel; 3) machina interpretable information,
including software, input and output files, and
databases; and 4) human interpretable information,
including documents, screen displays, graphs,
charts, ●nd so forth. The modal’s threat set
consists of threa threats: 1) natural, random,
●nd environmental h~zards; 2) onsite humans, in-
cluding the a’Jthorized insider; md 3) offsite
humans, such as terroristrn and hostile intelli-
gence ●gents, Figures 1-3 show the hierarchical
structures for the three threat categories with
respect to the four ●sset categories; included in
these hlerarchiee, ●nd discuesed later in this
paper, ● re the safeguards function. ●nd subfunc-
tions ●ssociated with ●ach threat-asset pair.

Thero ● re seven undesirable outcomes consid-
●red in the currant modal: 1) theft; 2) diver-
#ion; 3) unauthorized control, us., or ●ccess;
4) radiological sabotago ●nd radioactive releasa;
5) denial of U*Q or loss of production capability;
6) damage or :njury; ●nd 7) unauthorized modifi-
cation or disclosure. It is important to note
that ● single ●vent can result in tho simultaneous
occurrence of more than one of the outcomes Fiq-
uro 4 show t+e outcome possibility matrix for
the threat-asset combination; ● value of zero
indicates that the outcome is impossible for that
threat-ae.et (T-A) combination, ●nd a value of
unity means the outcome is possible for that T-.4
pair
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rig. 2. Miwarchical structuro for onsito humBn throat.
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Fig. 4, Outcome possibility matrix.

Onca we hmm established tho threat, asset,
●nd outcome sots ●nd tho outcome possibility ma-
trix, we then addrass what constitutes tha ideal
safeguards systmm for preventing the thraats from
●ttacking tho ●ssets ●nd ●chiouing the postulated
outcomes For this we define a set of 8afeguard8
functions for each of tho distinguishable throat-
●saot pairs (nino T-A pairs, in this ●pplication)
in such a way that tho rolativo irnportanca of
●ach function within tho sot of function, for
each T-A pair is about th- same. Then, for ●ach
of tho individual safeguards functions, we defina
● sat of wbfunctions that provido perfonxanco
crit?ria for tha adequacy and complotonoso of
that safeguards function; ●ach of tho subfunctions
is douisod so that tho rolatiuo importance of
●ach subfunction within ● specific function is
●bout tho same. Again roforring to Figs. 1-3,
tho figures ah- the safeguads functions ●nd sub-
functions for ●ach distioguishablo threat-asset
peir.

Tho quostionnairos ●nd othar data required
for tho softwaro ●ngino to operato upon dcrivo
from tho ●xistinq saf~uards ordors; from lil#~c-

tion, ●valuation, ●nd certification criteria; ●nd
from discussions with recognized ●xperta in tho
field.

CWCLUSI-

Usinw tho LAVtl ●pproach for risk ●ssoswnent of
nucIoar ~tarial~ safegua~t has benefits that do
not ● ccruo from tho uea of other methods, Fir*t,
the 4JtOWtd report ganarators praduca rosultu
that ● ro immedtataly usable, both to manegors who
must mako mejor, far-roaching decisions ●nd to
tho security ~rsonnol in tha field whoso job it
is to maintain ●n ●ccoptabl~ 10UQI o? safeguards,
second , becauso LAVA producoa both qualitatiuo
●nd quantitatiuo rosultm, usort fool more comfort-
●ble with the +wsults becauso they wuhrstand both
tho results ●rd tha information that producod
thoto rosultt. Third, bocauso LhVA doos not ro-
qulro the user to gonorata prohbilitias (ofton
unfounded) for its op9ration but Instead rolios
on ● natural-languaqo, user-?riondly Intcrfsco to
●cquiro Its data, usorrn ● ro mora willing to ●ct
upon its results nnd finally, becauso of tho

team entiironment in which an assessment is per-
formed ●nd the discussions that ●rise among team
members, using ● LAVA ●pplication has proved to
be an experience that both rai.es the security
connciousnans of the users ●nd enhances the over-
●ll working environment ●t the facility.
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