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bbstract

V~tal area analysls of nuclear power plants has been performed for the Nuclear
Regulatory Comlsslonby the Los Alamos National Laboratory from the late
1$70’s through the present. The Los Alamos Wtal Area Study uses a fault-tree
nodeltng techn~que to Identify vital areas and equipment at nuclear power
plants to determtne their vulnerability. This techn!que has been appl~ed to
all operating plants and approximately one-half of those under construct~on ~n
the US. All saboteur-induced loss-of-coolant accidents and transients and the
systems needed to mltlgate themare considered. As a result of this effort,
security programs at nuclear power plants now Include vulnerabtllty studies
that Wentlfy targets tn a systematic manner, &nd thu: unnecessary protection
has been mlnlm!zed.

troductjon

In the early 1970’s, the Nuclear Regulatory Conntsston (NRC) lnttfeted
security research \n antlctpatton of new security :equlrements for nuclear
power plants. Uhen Title 10of the Code of Federal I!egulattons Part 73.55
(lOCFR 73.55) came tnto effect fnNarch 1977, all nuclear power plants uere
requ~red to submit amended security plans. Los Alamos participated In the
revtewof these amended security plans, uhlch ~ncluded a ltst of the vl~al
areas at each plant. $andla Nattonal Laboratories, Albuquerque (SNLA),
developed a method for tdentlfyfng these areas for the NRC’S Offtce of Nuclear
Regulatory Research (RES). Two nucl~ar power plants were analyzed wtth thts
new methodology In 1976. A fault-tree approach ~s used to systematically
~dentlfy system Interrelatlonshlps and equipment locatlons tn plants. Early
In 1978, the NRC decided to use this analysls approach for all power reac-
tors, Los Alamos has applled \t to speclflc plants for the Offtce of Nuclear
Reactor Regulation (NRR) and, wst recently, for Nuclear Naterlal Safety and
Safeguards (NM). Since the Vital Area Analys!s Program’s (VAAP) tnceptlon,
Los Alamos engineers have vlslted all of the operating reactors and approxl-
~,astely ?5 plants undergolrg their operatln ltcense rev~eu. The fault-tree

?approach has proved tc be an excellent too for performing detailed and
systematic vttal area analyses of c~lex plants.

Th8 development of fault trees Is central to the vital area progfam, and the
accurate represent8tton of a plant In the trees Is essent~al for rellable
r8sults. Development beglnswlth comblnlng generic subtrecs that have been
modt~ted to thoutho saec~flc details of the plant under revteu. The
SETS (Sot Equation Transformation System) computer code Is used to solve
;~ho;sultlng mssslvo fault trees and toprovlde the results4na usable

*

The Iault trees used in th?se analyses d!ffer from safety fault trees In an
Importent way: failure modes cannot be eltmlnated because they have a low
probability of occurrence, In sabotage fault trees, an adversary Is not
Itmlted todmaglng equipment In a manner corresponding to a llkely random
fault. Th!$ has led to the lncluston of c~lex scenarfos In the fault trees
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that requ~re a different set of assumptions than mtght be needed on a safety
fault tree. 8ecausemst llght-water reactor safety analysts work has been
done assuming th$t single-fatlure crlterfa and necessary system lnter~cttons
are not always well understood, there has been some uncertainty In developing
the trees, Wwrally. the uncertainty 1$ In t$earea of detwmtnlng the sys-
tmor comblnatton of system that ts required tomlttgate vwlous s8bottur-
lntttated Incidents. This has resulted In a tendency to use conservative
assumptions Irn the sabotag~ trees. These Tault trees wtll not Mclude ctedlt
for Incident recovery modes that have not been reviewed and approved by the
URC. Therefore, It Is enttrely pOSSlbh that a llcensee nay be requtred to
overprotect certatn areas of a plant W some Instances. The case of ‘better
too many than not enough” may sat!sfy the objectives of Securtty; h~ver,
when plant operations are considered, care must be taken not to affect plant
safety adversely.

tal Ar~

~ 10 CFR 1S.55 came Into effect In Narch 1917 to provide better
protect~on of nucl~ar power reactors agatnst Industrial sabotage. Los Alamos
nartfcfpated in the review of the amended security plans that were required
from every NRC llcensed nuclear power reactor. Some of the Items rev~ewed were

1. access control,
2. Intrusion detectton,
3. contraband InterceptIon, and
4. the plant’s Identlftcatlon of vital areas.

During the review, we re&llzed that a bettw way to ldentffy vttal areas W4S
needed. Nuclaar power plants are Iargo, complex facllltles that both are
costly to build and have the potential for stgnfffcant radiological releases.
In early 1$78, the NRC dectded to use the SNLA-developed f@’llt-tree method-
ology to assure that all vital areas were !dentlffed and to Identify areas
that were not cctnsldered vital and dld not require such a h~gh level of pro-
tection, In the anayses, vital ar~a and vital equfpment are defined as follws,

J!ltal Ar~. Any area lnwh~ch successful sabotage can beaccorn-
pllshed by c~romlslng or destroyin~ the vital systems or c,amponents
locat@dwlth~n this &tea. Av~tal area must be constructed sub-
%tantlally, have locked doors, and be provtded wfth acces~ control
measures.

Any equlpmmt, sy%tem, device, or nwter~al whose
;tlon, or release could directly or Ind\recily endan-

ger publfc health and safety by exposure to radlatton.

ear Power Pl@ : A power plant requ~res a heat source heattngawrktng
d, such as uater, that !n turn produce% steam to drlv~ a turbine-generator

that produces electricity. The heat source varies, In the Un!ted States,
electrtctty fs produced from coal (44%), otl (1710, gas (17%)~ nuclew’ (12%),
and other sources, such as wood, wind, and hdro (10%), There ate about 305

!operational nuclear power reactors throwghou the world, and about 220 are
under construct~on In 22 countries, The US has the most of eny one
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country--9O operational power reactors and 40 under construction. There have
been no new orders W the US since 197S, ml 40have been cancelled. These
numbt{s ehango as ttme does on.

Figure 1 shows therelatlve slzeof these plants. A plant site usually 1s an
Cr@a of about two acres. The containment structure Is -170 ft htgh and
-70 ft In dltmeter. Coollng towers vary butwi teas muches 400--500 ft
tall. Each plant has conplex water, steam, electrical, and nuclear systems.
The systems all twe redundancies built Into them so that no single component
fatlure would result tn a catastrophic fatlure.

Yltal&ea Analysf~: A vital area ●nnlys~s ptnpolnts sabot~ge-senslt?ve
tarpets tn nuclear power plmts. This Is done uslngan engineering study of
plant systems to determine which systems are needed for a safe shutdown, ~n
analysls of possible s@boteur act~ons, and a determination of the plant opera-
tor’s actionb. Us\ng stte-spectflc ~nformatlon, an analyst constructs a fault
tree usfng ●ANOn and ‘OR” gates. For exa~le, If one event depends on two
other events occurring, an ‘ANO” gate Is used. If an event depends on just
one of many ev~nts occurring, an “OR” gate !> used. The SETS computer code
then Is used to solve the fault trees

The study of a spectftc plant begins wltn a l-week stud, of all Informstton
available on tt. The primary document used ts the plant’s Ftnal Safety
Analysts Report (FSAR). A l-week site vlslt by two Los Alamos engineers
follows the tnltlal study, At the s!te, meetings are held with plant manage-
ment and knowledgeable operators and engtneers. Transient and loss-of-coolant
acctdent flLilCA) fatlure crltwla are dlscusjed, as are the requtreo m~tlgatlng
systems, Failure modes and equfpment locatlons also are Identlfted. All this
Information Is marked on plant draw~ngs that are taken back to the Laboratory
for further study and Input to the SETS code. The plant then Is to~fed to
ver?fy data obtained from tha dlscuss~ons and d awlngs, such’as the iocatlo~s

of p~mps, valves, control panels, electrical swltchgear, and so forth, Uhen
theenglneers return to Los Alamos, It takes about 4weeks forantnglneer and
a data analyst to preoare the data for the computer program. Ourlng this
time, the Los Alamos @ng\neer usuall~ contacts the plant engineers by tele-
plme to ;larlfy information not obtained durtng the site vlslt. Many det~+l%
must be studied, and the information must be accurate. 4nothcr 4 waeks are
required for the computer analysts and correction of uny erro”.. A quallty
assurance review by another knowledgeable Los Alamos ~ngln~er, whtch takes
about a week, !s required before a flml report ts submlitwl to the NRC. The
NRC use% this report as part of their ?nput data todetermlne that the plant
has protected essential ta~gets a~~quately, The report also discloses areas
and equ~pmentthatmay not require a high level of protection. Table I shows
a tWa table for an average vttal area analysts.

Ar~ls CWuter Ou ~: Theaajor sections of the \’\tal
rea Analysts Computer Outp’jt Report ate show in Fig. 2. I u:ll d!%cus’i only

tlw set ewatfo~s and the end product--the Iocat\on solu~lon. The set $qlla-
ttont (Ftg. 3) doscrtbe the fault tree msthemattcally, and theyaro solved by
the SETS progrtm. The set equations also transform the sabotage events Into
locattons. Atypical locatlon solut~on Is shown lnFlg. 4. The first SIX
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Fig. 2.
Sunmary of vital area analysis output.



Set equa!ions art tlw mathcmuticai desaipth
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Fig. 3.
Typical set equation.
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Fig.4.
Locatiorisolution from computer output.



TABLE I

TIME TABLE

1)

2)
3)
4)
5)
6)

Site vlslt preparat~on 1 week
Site vlslt 1 week
Conversion of raw data Into computer input 4 weeks
Computer analysts 4 weeks
Quallty assurance review 1 week
SulMt report to NRC

Items are abbreviations for s?ngle vital areas. (45TB089 means the 45 ft
elevatton of the Turbtne butldlng room number 089; CR means Control Room; and
so forth.) The seventh and eighth Items are double vital areas (CST means
condensate storage tank and 45AB164 means the 45 ft elevatlon of the auxl?lary
bulldlng room number 164); that 1s, the saboteur would have to go to two areas
and consnlt an act of sabotage in each to cause a radiological release.

Slmpllfled generic sabotage fault trees for ltght-water reactars are shown In
Figs. 5, 6, and 8. #tgure 5 Is a typical fault tree In that the top event ts
a radiological release from a plant. Below this top event ts &n “OR” gate
with Inputs. Any we of these inputs can cause a release. The three \nputs
are flsslon products released from tbe spent fuel storage area, flsslon pro-
ducts released from the containment because of a fuel melt, and ftss~on pro-
ducts released from radwaste systems. These subtrees are dnveloped elsewhere
on the fault tree. Figure 6 illustrates a slmpllfted development of the
release ~rom a containment fuel melt. The Inputs to the top of Fig. 6 are
fuel melt froma LOCA and themltlgatlng systems disabled (LOC-MIT) OR fuel
melt from an induced transient and the mltlgatlng systems disabled
{TRANS-MIT) . Nottce that under ooth LOC-UIT and TRANS-MIT there Is an ●AND”
gate. Thts means that under LOC-MIT the LOCA must be Induced AND themltlgat-
Ing systems dlsdbled for the gate to open. The same loglc applles under
TRANS-NI1.

Figure 7 a stmpllfted plplng dlagramof a typical reactor coolant system. The
d~agram Indicates a coolant source, pumps, valves, and p~plng routes. This
coolant system Is parttally modeled tn Fig. 8 as a generic subfault tree.
Note that loss of flow from coolant sources, loss of flow through the Pump, or
lost o? flow from the pumps’ discharges wI1l open the gate at the top of the
subfault tree. The triangle means that thts event Is developed elsewhere;
the cfrcle Indicates a basic event, uhlch means the end of a branch of the
tree. The areas where this event could occur would be ltsttd under It.

$Inoffs from the PrQa~: Thts program has other appllcat~ons beside vertfy-
Ing that 811 the vttal areas in a plant are protected, Theanalysls reports
are used In assessing any consnunlcated threat against a nuclear power reac-
tor; the Los Alamos engineers working on this program are trained In threat
assessment. This methodology also has been used In faclllty vulnerabtltty
studies for NASA’s space transportation system and can be sdapted readily to
vulnerability studtes for Industry and the mllltary.
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Simplified piping diagram for the coolant system.
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ry and Conclus Ions

Uslnga fault-tree Imo6tltn techntque, the Los Alamos vttal area analysts
:program analyzed all opera lng nuclear power plants and about htlf of those

under construction. The result of thfs effort Is that the sec~rlty programs
at nuclear power plants now Includ@ vulnerabtllty studies that Identtfy vttal
targets In a systematic manner, and thus unnecessary protection has been mlnl-
mt Zed ● Expert!se has been developed that can use th~s vulnerability modellng
technique for any Industrial or mllltary appltcatlon.

1. D.J. McCloskey, S. V. Rsseltn, J. U. Htckman, G. B. Varnado, and
J. A. Mtlloy, ‘Protection of Nuclear Power Plants Against Sabotage,”
Sand\a National Laboratories report SAND77-01163 (October 1977).
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Oonald r. Cameron, PE, fs the Prlnc~pal Investigator of the nuclear power
plant Vttal Area Analysts Project In the Safety Assessment Group, Energy Dtwl-
slon. of the Los Alamos National Laboratory. Since recelvlnga B.S. ~n Clvll
Eng~neerlng from the College of the Cfty of New York tn 1954, Ur. Cameron has
worked tn various areas of englneer~ng ~n the Army, the Los Alamos National
Laboratory, and Industry. MIs work dur!ng the last decade has ~nvolved apply-
tng computer fault-tree modeltng techniques to determ~nc v~tal areas to be
protected against sabotage !n all types of comner~cal nuclear power plants.
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