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I. INTRODUCTION

This report covers the plamning and operation of the communicatiom
system provided for the Atomic Energy Commission by Joint Task Force Beven
during Operation Sandstone. The communiocations network encompassed EKwajaleln,
Hewail, and many points in the United States ag well as the Eniwetok Atoll
area. Some appreciation of the magnitude of the system can be obtained when
it is pointed out that some three hundred eighty-five (385) frequencies were
required to provide the elghty-five (85) radio channels used by AEC and the
Armed Forces for this operation. One of the primary features of the commmi-
catlons system was the employment of & radioctelephone system (AN/TRC-1) be-
tween the important ships and shore locations. This system was ocnmeoted into
the ship and shore telephone switchboards thus reproducing, in miniature, the
telephone facilities awvallable between cities in the United States. Other com-
mmnication systems used by AEC during this operation were: radioteletype and
coding eystems to provide for the trensmission of Atomic Fnergy Act (4EA) Re-
strioted Data petween the farward area and the ARC installations in the United
States; radio-intercommunication facilities between the AEC directors and staff
offices and the ocabins of the Task Force staff section heads and commanders; a '
"teohniocal radio net" to provide communication to the photogrephic towers and
to back up the radiotelephone system, and special radio nets required by the

Radiological, Blast, Neutron, Radiochemistry, and Evacuation Groups.

II. BACKGROUND

A. Soientific Operations Plan

The Atomic Energy Commission tested three (3) atomic weaponms at

Eniwetok Atoll during the spring of 1948. To support the AEC, the Armed Forces

E.NCL/‘SS!FIED
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activated Joint Task Force Switchman (later designated Joint Task Force Beven).
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Three primary. ships were assigned to the operstion: USS Albemarle (av-5) as
the Test and Soientifio Directors' headqusrters, USS Ourtiss (AV-4) as the
Weapons Assembly Ship, and the USS Mt. MoKinley (AGC-7) as the JIF 7 Flagehip.
Eniwetok Islend wes the main shore bage. The tnree tests, X-ray, Yoke, and
Zebra were conducted in the northeastern part of the Atoll on Engebi, Aomon-
Biijiri-Rojoe, and Runit Islends. The test control station wes located on
Parry Island. Photographic towers were used on Aomon, Runit, Aniysenii Islands,
and on a coral head near the center of the lagoon. Upon completion of the oqQn-
struction phase, the ships proceeded from the West Coeast to Eniwetok Atoll and
anchored off the first test island (Zero Island). When preparations for the
test were ocomplete, the ships moved to a safe location ineide the lagoon near
Parry Island t0 observe the detomation. After the test, the ships proceeded
to an enchorage near the seconf Zero Island. This procedure was repsated
until the tests were completed.

B. Perscomel and Duties

On 23 October 1947, Mr. R. W. Henderson, First Assistant Soientifio
Director, appointed Mr. Louis A. Hopkins, Jr. of the Sandia Base Branch, Los
Alamos Soientific Iaboratory, to mact in a liaison capacity in commmication
wmatters between J-Division and the Armed ¥Foroes during the plamning and opera-
tion phases of Operation Sandstone. The dutles of the J-Division Commmnioca-
tions Seotion, IAJ-11, were oomsidered to be:

1. Coordinate the commmnioations requirements of J-Division with the
communiocations staff of Joint Task Force Seven.

2. Coordinste the Atomio Fnergy Commission commumnication facilities
in the United States with the Armed Forces.

o.': .:.'::. .:.- :._‘h:_.
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3. Inform the Soilemtific Director concerning the status and opera-
tion of the ocommuniocation system provided by the Task Force.

4. Advise the Boientific Director in matters relating to communi-
cations and operations.

On 7 January 1948, ILieutenant Colonel John P. Soroggs, Signal Corps,
of the 38th Engineer Battalion was chosen to aid Mr. Hopkins with this assign-
ment. Lieutenant Colonel Soroggs'! primary duty was planning and supervision

of the AEC message handling procedures and fmur*lities.

I1I. DISCUBSION

A. Planning Stage

1. Preliminary Plans

On 27 October 1947, after a general briefing on the purpose &nd
status of the plan for the scientific phase of Operation Sandstone by Mr. R. W.
Henderson, a trip was made to Washington, D.C., and Bogton, Massachusetts, to
determine the communication requirements of the scientifio groups based at
these locations and to meet the JIF 7 communications staff. It was learmed
that the Communication Section was headed by Captain (later Commender)
C. L. Engleman, USN, with Colomel C. H. Hatch, Signal Corps, &s his deputy
and in charge of Army communiocations. Lieutemant Golonel C. A. Smith, USAF,
and Lieutenant Colonel J. E. Dupree, Signal Corps, represented the Air Force,
and Commender R. . Schmidt handled Navy ocmmunications. The delinsation of
resoaneibilities within this gtaff provided tha.t' the Army would supply all
ground communications, the Navy all shipboard facilities, and the Air Force
all air/ground. and point-to-point communications concerning airoraft. Since
the communications system. planning had been prooceeding for approximately one

month at this time, the Commnications Section was nlready awaere of meny

-5~ -
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phases of the ocurrent scientific plan and were considering means of supplying
the necessary commmnioations. At this stege, AN/TRC-1 radiotelephone equip-
ment was being plamned as the primary communication network on shore, and
§0R-608 (10 ohannel voice) radioc sets as the mmin voloe commnication between
ships and between ships and shore. Navy type MBF radio sets were to be in-
stalled in the cabins of the Technioal (later termed Scientific) Directors
and the General and Flag Officers of the Armed Foroces to provide an intex-
oommunication system for their exclusive use. Plans wero being made to pro-
vide rediocteletype facilities for handling messages betwsen the forward area
and the United States.
2. Telephones System
a. AN/TRC-1 Installation

On 28 October 1947, the first oconsideration was glven to
the possibility of installing AN/TRC-1 equipment on the three main ghips to
provide VHF radiotelephone and teletype service between the ships and between
the ships and the Army shore system. This insballation would permit an indi-
vidual at any ship's service telsphone to dial the ghip switohboard and be
connected to any telephone on the other two ships or to any telephone on the
main shore locations. The nsed Ffor such a flexible radiotelephone aystem
interconnecting the USS Albemarle (AV-5), USS Curtiss (AV-h), USS Mt. MoKinley ‘
(AGG-7), Eniwstok Island, Parry (control) Island, and the thres Zero Isiands
(Engebi, Aomon-Biijiri-Rojoa, and Runit) was discuesed with the principal
soclentific persormel concerned during the period 29 October to 6 November

194%7. All agreed that this eystem was highly desirable.

_6-
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The first writton requestl for radiotelephone servioce
was made on 12 November 1947. The final requirements for the radioctelephone
gystem were determined during a trip to Washington covering the period of
13 to 21 November 1947. Decision on these final requirements involved esti-
mtes of the amount of traffic expected, the existing limitation of four (4)
outside line drops on the AVs' switchboards, a possible increase in the number
of d.rgps on the AGC-T switohboard from four (%) to tem (10), persommel and
space regtriotioms aboard ship, planning and insvallation time for the ships,
and the relocation of the main share relay station from Parry to Eniwetok.
The final AEC radiotelephone pla.n2 was submitted on 19 February 1948, and oon-
tained requests for the following cirouits:

l; AQGC~7 and AV-5, 2 channels
AGC-T7 and AV-4, 1 channel
3) AV-4 and AV-5, 2 chamels
4) AGO-7 and Eniwetok, 7 ohamnels
5) Eniwetok and Engebi, 8 channels
6) Eniwetok and Aouwom, 4 channels
7) P®niwetok and Runit, 4 channels
8) Eniwetok and Parry, 8 channels

These oirouits required the following AN/TRO-1 installations with assocciated
telephone and teletype carrier and ringer equipment :

1) AGO-7, 5 sets

2) AV-4, 3 petes

3) AV-5, 3 sets

4) Eniwetok, 9 sets

5) Engebi and Parry, 2 sets each
6) Aomon and Runit, 1 set each

This made a total of twenty-six (26) AN/TRC-1 sets of equipment operating

within a radius of approximately ten (10) miles. Considerable time was

lgscret letter, Henderson (Hopkins) to Capt. Russell; subj.: “Proposed Commni-
cation System for Operation Bandstone”, dated 12 Nov. 1947. (Ref.: LAB-Z-5-(26)).

2georet Letter, Henderson (Hopkins) to Capt. Russell; subj.: “Commmioation Plan
for Operation Sandstone", dated 19 Feb. 1948. (Ref.: IAB-JS-11-(125)).

APPROVED FOR PUBLI C RELEASE




APPROVED FOR PUBLI C RELEASE
—
devoted by the JTF 7 Commmications Section to the selection of the fifty-two
(52) frequenoies required in the 7O to 100 megaoycle band to provide service
free from interference.

The shipboard installations were started during the first
wesk in December 1947 with Lieutenant Commander Ralph L. Hildebrand super-
vising the AV-5 work at Norfolk, Virginia, and Lieutenant (Junior Grade)
Thomas V. Grant supervising the AV-lI and AGC-7 installations at the Terminal
Island Naval Shipyard, San Pedro, California. Inspeotion trips were made to
Norfolk on 17 December 1947 and 12-13 January 1948, and to Terminal Island on
18-20 December 1947, 26-27 January, and 17-24 February 1948. All three ships
were docked at Terminal Island during the latter period, preparatory to de-
parture in oonvoy for Eniwetol.

b. Islsnd Telephone Installation

The initial requirements for the island telephone instal-
lation were determined during the period 29 Ootober through 10 November 1947.
The first written requestl was forwarded to the Communicetion Section on
12 November 1947. The finel requirements for the land-line telephone system
wore laid down in a oonference held at the Naval Research Iaboratory on
16 December 1947, with the following section heads present:

Dr. A. C. Graves, Deputy Solentifio Director

Dr. G. K. Bartmann, NOL (IAJ-8)

Dr. E. H. Krause, NRL (IAJ-M4)

Mr. H. E. Grier, BGG (LAJ-12)
Capt. C. L. Engleman, UBN, JTF 7 Commnications Officer

The requirements included:

(1} Eniwetok
a) Radiochemistry
b) Beourity
o) Others

lSee footnote, page 7.
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(2) Parry
a) Control Station (3)
b) Telemetering tower (IAJ-8 installation)
¢c) Beaoch
d) Cable terminal
e) Guard
f) Commmications building

(3) Zero Islends
a) Top of tower (2)
b) Tower base
o) Timing station (k)
d) %00-f%. station
e) 1,000-ft. station
) Gamme "A" station
g) Gamma "B" station
h) Gamme "C" station (Runit only)
1) Photo tower (Aomon and Runit)
.) Causeway between Aomon-Biijiri '
k) Blast building (2)
>) Blast footing common
m) Blagt footings
n) Communications building
éo) Beach or pier

The locations of the Zero Island telephones were plotted on the IAJ -16 mps3.
The "blast footing common" line was to be terminated on & pair of binding posts
in a small box adjacent t¢ each footing, and at a phone in the blast building.
The '"blast footing" circuit was also terminated in this box and ran to the
island switchboard. Thus each blast footing was oomnected to all other footings
on the island and to the blagt building with a common circuit and also with a
common circuit to the ewiicchboard. Telephones were to be carried by the work-
ing parties and connected to the terminal boerd at the foctings being worked
on at the time,

o. Ship Telephone Installation

Telephones were already installed in Shops 1, 2, 4, 5,

2, 8, 9, 10, 11, 12, and 15 and the Admiral's cabin and Flag Office on the

3gecret Maps, LAJ-11, Nos. MJ-3201C (Engebi), MJ-3301C (Aomon-Biijiri-Rojoe),
MJ-3401C (Runit), dated 28 Dec. 1947. (Ref.: IA4B-J-218, dated 9 Jan. 1948).

-9-
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AV-% and AV-5. Therefore, no modifiocation was required. A request for land-
line telephone service to the two AV's, during the period 15 February to 1 March
1948 while berthed at Terminal Island, was made on 15 January 1948 to the Com-
wanding Officer, Terminal Island. BSeparate lines were requested from the yard
switohboard to phones in the Admiral's cabin cn each AV and in the Flag Office
on the AV-5. Due to a shortage of oirocuits on the pier, the Flag Office on
the AV-5 was made a party line to the Admiralts ocabin phone. Arrangements were
mede with the Fisocal Beoction JTF T, to have all AEC long dilstance calls charged
to a special Navy appropriation number. The yard considered this system un-
workable so the few oalls not made colleot were charged to the yard telephome
allotuent.
3. Teletype System
a. General Plan

Coinocident with the decision to employ shipboard AN/TRC-1
radio sets and telephone carrier equipment for radiotelephone circuits between
ships and between ships and shore, was the formulation of a plan to use tele-
type terminal equipment to provide VHF radioteletype commmication between
ships and between the AGC-7 and Eniwetok jolnt relay station. Normal ship-
board HF radioteletype equipment was to be employed between ships when out of
VHF range. During movement to and from the forward area, the AGC-T wasg to
maintain contact with Pearl Herbor by BF radioteletype and relay messages to
the AV-4 and AV-5 by VHF or HF radiotelstype.

On 7 November it ‘was decided that all AEC traffic to and
tfrom the ships would pass through Los Alamos. Thils was prescribed to simplify
the pessing of classified messages from militery ohemnels to AEC ohannels and

to provide a central polmt of control. On 20 November 1947, a request was

~-10-~
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submitted to the AEC for a leaped lins from Los Alamos to the Army Command and
Adminigtrative Net (ACAN) major teletype relay station at Sixth Army Headquar-
ters, Presidio of San Francisco. This circuit wes required to provide a oon-
tinuous outlet for traffic to and from the forward area with a minimum of
relay points. The activation date was eet for 1 March 1948.

b. Teletype Routing Indicators

To provide for proper routing of mesgages in the ACAN
system, Los Alamos, a8 a tributary of Presidio (UWP), was assigned the routing
indicator UWPJ.

The routing indicators assigned the three primary ships
were to change as they changed their loocation. While at Terminal Island Nawal
Shipyard the loocal relay station (BWDK) wes to be comnected to the UBS Mt.
MoKinley (BWDKA) by tie line, and messages for the USS Curtiss (BWDKV) and
UBS Albemarle (BWDKY) would be relayed by hand from the USS Mt. MoKinley.

During the movement to the forward area messages were to
be relayed by Pearl Harbor (BHEP), 1llith Naval Digtriot, to USS Mt. MoKinley
(BHPDA) who would in turn relay to the USS Curtiss (BHPDD) and USS Albemarle
(BHPDE) . Messages were to be trensferred from the ACAN system to Navy system
or vice versa, either over tie line between Pearl Harbor (BHP) and Fort
Shafter (UHP) or over tie line between Presidio (UHP) and 12th Raval Distriot
(BWP) San Franoisco.

While in the forward area, Joint Relay Station, Eniwstok
(UHPJ) would serve the UBS Mt. MoKinley (UHPJA) who would relay to and from
the USS Curtiss (UHPJD) and USS Albemarle (UHPJE).

The I3g Alames teletype center was to be furnished with s

iist of pames of all AEC persommel on the ..V-% and AV-5 so messages addressed

=11-
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to individuals in the forward area could be properly addresssd for routing.
Los Alamos was to be notified in adwvance of emact time to ohange ships' routing
indicators.
o. Cryptographic Systems
(1) 8IGPOT (one-time-tape system)

On 3 November 1947 after a discussion with Mr.
W. Moran, ARC Seocurity, and Mr. W. R. Williama; ABC Communications, it wﬁs
decided to employ the one-time-tape (SIGTOT) oryptographic system for classi-
fled messeage traffic between AEC activities in the Thited States and the
three primary ships. This descision was based on the faot that ABC approved
of and had been using SIGTOT for confidemtial and pecret messeges; oconse-
quently, some trained personnel and nscessary equipment were already avail-
able. Also SIGTOT is cne of the most rapid end secure oryptogrephic systems.

On 4 November 1947, during a conference with Com-
mander R. J. Sohmidt of JTF 7 Commnication Beotion, Commander James Har-
graves, Lieutenant J. M. Jonee and Mr. John Kelly of the Department of the
Nevy, it was decided that thres (3) SIGTOT equipments would be regquired on
each AV and five (5) SIGFOT equipments on the AGC-7. This would provide
necessary coding facilitlies for a three-way SIGIOY conference between ships.
One (1) SIGTOT unit would be used for on-line tranemitting to the other two
ships simultaneously and the other two (2) SIGTOT units used to receive an-
line from each of the other ships. The two (2) remaining units on the AGC-7
oould simultaneously be used for off-line enorypting and deorypting other
messages while the conference was in progress.

The SIGPOT tapes required for message enoryption
and oonferenoce were ardered on 20 Rovember 1947. This request is summrized
in the following table:

~12-
-
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Rumber Holder of Holder of
of Tapes Transmitting Tape Receiving Tape
(1) 600 AGO-T AV-4 and AV-5
(2) 600 AV-b AQO-T and AV-5
(3) 600 AV-5 AGC-T and AV-h
() 200 Los Alamos AGO-T
() 200 AGC-T Los Alamos
(6) %00 Los Alamos AV-h
(1) koo AV-h Los Alamos
(8) %00 Los Alamos AV-5
(9) 400 AV-5 Los Alamos

S8ystems (1) through (3) were to be used for both three-way conference and
classified messages between shipas. Systems (4) through (9) were for use in
enorypting meseages olassified SECRET, CONFIDENTIAL or RESITRICTED, both
Military and Restricted Data, originating on these ships and addressed to
ARC activities in the Thited States or vice versa. All puch messages would
be deorypted at Los Alamos and reenorypted in proper system for relay to the
addressee. The number of tapes reguired was 'bé.sed on an estimate of the
amount of traffic plus a large safety mergin. Half of the tapes in each
system were ordered to arrive by 15 February 1948 and the remaining half to
be delivered by 1 March 1948.
(2) SIGPIE (one-time-pad system)

S8IGPIE system was requested for use betwsen Edgerton,
Germeshausen, and Grier, Inc., (EGG), 202 Hood Building, Oambridge, Massachusetts,
and Los Alamos and between EGG and AEC Washington, since EGG had no way of
receiving or sending oclassified informtion except by ocourier.

B8IGPIE aystoms were also requested for use between Los

Ala.mo.and NOL, Washington, D.C., and between Los Alamog and NRL, Washington, D.O.

«13-
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They were to be used for high precedence messages which had to be sent during
hours when AEC Wrghington teletype ocenter wae olosed.-
d. Teletype Commnioation Centers
(1) Hours of Operatiomn

On 2 December 1947, Dr. Froman submitted a request to
Mr. Carroll Tyler, Santa Fe Direoted Opsrations, that the Los Alamos teletyype
center be placed on a continuous operation basis effective 1 March 1948 until
completion of Operation Sandstone.

On 15 January 1948 a request was submitted to AEC
Washington, D.C. (Mr. Meloolm E. Pitts, Director, Office of Administrative
Operations) for the Washington teletype cemter to remain open from 0600 to
1800 local time, Monday through Friday. This request was later changed to
operetion from 0700 to normal afterncon closing hour since the working-day time
overlap between Eniwetok and AEC Washington, D.C., amounted to cnly two hours.
Mesmge transmission time was estimated to be & winimum of two hours, thus all
messages originated at Eniwetok during hours 0800 to 1700 local time would be
relayed to AEC Washington by Los Alamos at 0700 Weshington, D.C. time and would
be delivered to addreamsee by .ths time his office opened. Messages from AEC
Washington to the forward area would be relayed immediately by each relay point
since they would be operating comntinuously.

S8andie Base teletype center was asked to maintain
operating hours 0600 - 1700 local time, Monday through Friday and 0600 - 1200
on Saturday. Also, it was requested that the practice of having an operator
on 2l-hour call be continued so Los Alamos could deliver urgent messages during

off-duty hours.

~1h-

st

APPROVED FOR PUBLI C RELEASE




APPROVED FOR PUBLI C RELEASE
b 4

(2) Message Hsndling Procedure

Amex C to Test Director's Operetion Order 1-48
presoribed the message handling procedure for TG 7.l classified messages on
the AV-4 and AV-5. The Staff Office on each of these ships was to be the
accountable office. It would be responsible for preparing necessary type-
written copies of outgoing messages from the originator's rough draft, for
maintaining a receipt record of all such messages delivered, and for deliver-
ing messages to the ship SIGTOT Officer for enmoryption after autharity for
release had been ovtained from the Test Director or Scientifioc Director on
the AV-5, or the First Assistant SBcientific Direoctor on the AV-4. The SIGTOT
Officer was to encrypt the message and then deorypt his enoryptiun to insure
that the message wes ocorrectly enorypted before sending the sorambled tape to
the Ship's Communication Wavch Officer (CWO) for transmission. Incoming mes-
sages were 10 be dellvered direotly to the 8taff Office by the SIGTOT Offiocer
as soon as the message was deorypted. The Staff Office would account for the
message and deliver the necessary copies to the addressees. The SIGIOT Offiocer
was to maintain a code room file of military classified messages oniy. All
oopies of Restricted Data messages were to be delivered to the Staff Office
Regtricted Data.. Control Officer's representative for accounting, distributian,
and filing.

Transmission of TOP SECRET messages by teletype had
been requested but not yet approved by the Commission by the end of the plan-
ning stage. Thus, only RESTRICTED, OONFIDENTIAL, and SECRET messages oould
be transmitted. To distinguish between AEA Restricted Data messeges and non-
AEA Regtrioted Data (Military Clapsified) messages, it was presoribed that AEA
Restricted Data messages include in the text the statement "This is AEA Re-

stricted Data".
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(3) Ooardination with Teletype Relay Centers

Starting early in Descember 1947, meveral visits were
made to Los Alamos to disouss details of the message relay plan with Mr.
Riohard L. Kennedy, Chief of Communicetioms, and Mr. James A. Bugien, Traffio
Manager. Additiomal persomnel for 2h-hour operation had been hired and were
being cleared. During initial operations wany errors were antiocipated because
the new persomnel had to be trained on-the-job by supervisors. It was decided
that until the ships reached Fniwetok, all messages for Eniwetok or Sandpiper
(Fort Shafter) would be sent to AEC Washington and passed by hand to the War
Department for relay.

On 26 February 1948, sixth Army teletype relay center
at Presidio of San Franoisco was visited. Coordination was effected with
Colonel L. C. Parsons, 8ignal Officer, 8ixth Army and his Relay Center Officer,
Captain Robert E. Mills. It was decided that in the event the leamed line from
Los Alamos failed, Pregidio would deliver SIGTOT messages by ocommercial TWX to
Los Alamos. However, since Presidio did not have facilitles for receiving tape
on TWX, all outgoing messages from Los Alamos would be routed through Terminal
Ialand Naval Shipyerd teletype center where TWX faoilitlies were awailablse for
receiving tape transmissions. Mr. Sugden, Traffic Manager at Los Alamos, was
informed of this decision by telephons.

On 1 and 2 March 1948, Mr. L. A. Hopkins, en route to
Eniwetok, vieited 1lith Naval District teletype center at Pearl Harbor and dis-
oussed the teletype message routing with Lieutenant Commander J. L. Bishop.

k. Tecbnical Net
The so-called Techniocal Net, oconsisting of SCR-608

(lO ochamnel voice) radio sets installed at the important stations within the
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Tagk Force was, until 28 October 1947, oconsidered to be the primary intra-
Tagk Force voice oommunication system. On this date, the decision to install
AN/'.['RC-l ra.dioteleéhone equipment on the three main ships reduced the Technical
Net to & 'back-up" status. However, a conference with Golonel (later Brigadier
General) P. T Cullen on 5 November 1947 ocncerning the communiocation regquire-
ments of the Photographic Group (LAJ -7) indiosted that this group oould best be
served by inclusion of the photo towers in this net. The Technical Net wes
then plammed as a primery photo comr ‘nication network end as a back-up for the
radiotelephone system. The final pl:a.n:2 called for the following stations:

AV-}4 2Flag Office)

AV-5 (Flag Office)

AGC-7 (J-3 and Rediologiocal Offices)

CVE-115 (Rediological Office)

LSM-250 and 18M-378 (Cable Ships)

1sD-19 (Boat Pool Bage)

LM (6) (Tank Control Boat)

Eniwetok

Parry ‘

Zero Islands EEngebi, Aomon, and Runit)

Photo Towers (Aocmon, Runit, Aniyeanii, and the
Coral Head)

e pBmtH0 O T D

Baech SCR-608 radio set has ten (10) pushbutton-controlled transmitting frequen-
oles and twenty (20) pushbutton-controlled receiving frequencies (two receivers,
each having ten channels). It was planned that each of the above gtations be
aspigned to one of eleven (ll) recelving frequencies. This frequency would be
set up on both receivers and thersafter not changed. The transmitter would be
get up on the remaining ten (10) frequencies. If, for example, Station A
(assigned frequency No. 1) desired to commmniocate with Station B (assigned
frequency No. 2), Station A would push the button on his transmitter corres-

ronding to frequency No. 2 and call Station B. Station B , hearing Station A

2gee footnote, page 7.
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oalling, would push the button on his transmitter corresponding to frequenoy
No. 1, answer Station A and communication would be established. Other stations
in the Tech Net ocould simultaneously carry on conversations on their assigned
frequencies. Since eleven (ll) frequencies were to be used for seventeen (17)
stations, some limitations were inherent in the net. These were reduced to a
minimum by assigning all photo towsrs, the two L&Ms, and ICM (6) and Engebi,
and Aomon and Runit to common frequencies. The photo towers and L8Ms ﬁere to
be able to tranemit on their own receiving frequenocies plus nine (9) other
ohamnels, thus providing communication between photo towers and between LMs,
but not between photo towers and LSMs. The ICM (6) and Engebi could not ocom-
municate directly, nor could Aomon and Runit. With these exceptions, all
stations were to be able to communicate with all other stations in the Technical
Net.
5. Radlologiocal Net

The initial requirements for the Badiological Net were deter-
mined in a conference with Colonel J. P. Cooney of the JTF 7 Staff and Commander
F. I. Winent of TG 7.6 on 6 November 1947. It was plammed to employ twelve (12)
Radiologioal Safety (Red-Safe) parties after the shot to determine the radio-
logiocal conditions on the Zero and nearby islands. These parties would also
work in conjunotion with the scientific parties returming to the Zero Island
to collect data. It was decided to equip each Rad-Safe party with an SCR-300
waliie-talkie to maintain commmication with their landing boate. The memsages
would be relayed from the boats by Navy-type TCS radio sets to the radiological
centers on the AGG-7 and CVE-115. Two (2) special SCR-608 oircuits were to be
provided between the radiologiocal centers, and Tech Net SCR-608s were to be

ingtallied in each center. In addition, communicatian was to be provided
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between the radiologiocal centers, helicopters, and a C-47 to be used for the
initial radiological survey immediately following the shot.
6. Blast Net

On 4 November 1947, Dr. G. K. Hartmann of NUL stated a require-
ment for a clear frequenoy assignment of 150 to 160 megroyoles to be used by
six (6) blast telemetering equipments. On 1l November 1947, there was a dis-
cussion oconcerning the possibility of employing six (6) chamels in the viocin-
ity of 80 megaoycles for the same purpose. This was discouraged because of
possible mutual interference with the AN/TRC-1 radiotelephone equipment. On
20 November, after talking with Mr. P. E. S8hafter of ROL, it was deocided to
alloocate the band from 156 to 180 megacyoles for blast telemetering with the
understanding that the concentration would be effected in the high end of the
band to avoid possible interference from the 100 to 156 megnoyole VHF aircraft
band. Due to an oversight, no consideration was given at this time to possible
interference from the Mark IIT IFPF equipment opsrating throughout the range of
157 to 187 megaocycles.

On 16 December 1947, Dr. Hartmann requested two (2) SCR-300
wallrie-tallkie nets to aid in the installation and testing of his blast meas-
uring equipment. One net was to have eight (8) SCR-300s and the other was to
have thirteen (13).

7. Radiochemistry Net

The communiocation requirement of the Radiochemistry Group,
IAJ-2, was worked out at several conferences with Dr. R. W. Spence and Dr.

M. G. Bowman of Los Alamos and Colonel R. G. Butler of the Military Applica-

tion Division of the Atomic Energy Commission. The first of these was held
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witi Colonel Butler on 1k November 1947. Briefly, this group plamned to operate
a radio-controlled tank on the shot imsland after the test. The tank was to be
directed from a helicopter. A spare tank was to be ocarried in a specially
fitted ICM (6). In oase the helicopter failed, a seocond helicopter would be
called into service from the CVE-115. If the ocontrol equipment also failed in
the second helicopter, the tank could be controlled from the LCM where the
operator could be voice directed from the helicopter. SCR-300 walkie-talkle
communication was planned between the ICM and the party required to start the
tank whioh was looated on the Zero Island and proteoted by & revetment from the
blagt effects. VHF radio was to be used between the LCM, heliocopters, and the
CVE-115. The IOM wes also to be equipped with an SCR-608 radio set in the
technical net for general communication. .

8. Neutraon Net

The communications required by the Measurement of Neutrons

Group, IAJ-3, to aid in the installation and collection of sampleg from their
water and land ocables were determined from discussions with Mr. G. A. Linen-
berger and Dr. W. E. Ogle commencing on 5 Januery 1948. At this time they
plarmed to employ air-see resous boats (AVRs), helicopters, and one of the
LM cable ships during the collection operation. VHF radio communication
wes to be uped between the AVRs, four (4) helicopters, LSM, CVE-115, and AV-5.
Twelve (12) SOR-300s were to be prbvided for miscellaneous use.

9. Time Signal and Evacuation Net

The requegt for s wvoice tims signal broadoast was received

from Dr. Froman on 1 November 1947. The purpose of this broedcast wes to in-
form all land stations, ships and aircraft of the exact time of the test. The

original plan wae to transmii the voice ailgnals from the AGC-T after they had
~20-
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been relsyed from the control station on Parry Island over the radiotelephone
system. This was later changed to a direct HF broadocast from the control
station for reliability oconsideretiocns.

When it was learned on 15 January 1948 from Captain
C. H. Duerfeldt, UsN, of the Tasi Force J-3 Bection, that two AVR air-sea rescue
boats would be employed to evaouate the final persommel from the Zero IM, a
communication oirouit was requested between the two AVRs, the control stationm,
and the AGC-T. This oirouit wes to use Havy-type TC8 radio sets and would share
one of the frequencvies of the radiological net sinoce the Rad-S8afe personr.. iu-
tended to use the AVRe in conjunotion with their survey parties only after the
test.

It was plammed to provide communiocation to the final persommel
on the Zero Island by ocamnecting telephones at the top of the tower, base of
the tower, and the timing station in parallel to an unattended AN/TRC-1 system
working into the Eniwetok telephone switchboard. The communiocation eguipment
left on the island was to be expended at the time of the tesgt.

B. Operation Stage

1. General

The communications suppliied by Joint Tasgk Foroe Seven for Opera-
tion Sandstone were, in genaral, oonsidered excellent. Most of the requirements
uissed dwring the plamning stage were provided as the need arose.

Many of these additiocnal requirements could have been antioipated
if more time had been avallable for planning. For example, the amount of radio-
telephone traffic was underestimated by a factor of about two. The radioctele-
type AEC message traffic was overestimeted by & favtor of approximately ten. The

following two sections desoribe in detail the radiotelephone and teletype systems
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including statistios and analysis to enable the deasigners of some future,
similar system to form & reseanable estimmte of the volume of telephone and
teletype traffic. Two major oObatacles were overcome during the initial phase
of the operstiom gtage. Iack of provious experience Dy .oporators and main-
tenance men was eventually oorrected by on-the-Jjob treining and special sochools
on AN/TRC-1 maintenence and teletype message procedure. Technical diffioulties,
primrily radio interference, were overoome by congiderable additiomal plammning
e.‘nd "out-end-try". The Radio-Intercom (MBF) system, not covered in the follow-
ing seoctions, provided gnod service to the Test and the Scientific Pirectors,
their staffs, and the JTF 7 Genexral and Fleg O0fficers. One additiomml station
for Commnder Winant of the Radiological Tagk Group on the CVE-115 was added
40 the net.
2. Telephome System
a. General

The telephone system provided excellemt communiocation be-
tween the thyee main ships and the five main islands. It was oomnsidered the
primary feature of the vommuniocations system. Dus to underestimating the amount
of traffic and soms teohnical diffioculties, oirouits were wmany times busy or out
of service. All perscunel, civiliam, Army, Navy, and Air Foroe, howaver, agreed
that the operation was oconsiderably expedited by the rediotelephons system. It
is estimated that this system reduced the teletype traffioc to and from the USS
Albemarle alone by some two million words during the sixteen weeks of the opera-
tion. In future operations of this type, it is stvongly reocmmended that radjo-
telephone servieoe be provided between important ships and betwesn shipa and
shore. Bhore mstations should be intercomnected by telephone cables to reduce

the interference which im prectically inevitable in such a iarge installation.
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One of the important arguments for inoreasing the length of the plamming stage
18 to allow time for operator and maintenanoce man training cn the new types of
equipment that are to be used before the operation starts.
b. AR/TRC-1 Installation
(1) Cirocuits

Upon arrival of the ships at Eniwetok on 16 March 1948
the radiotelephone systems between the AGC-7 and Eniwetok were activated. It
was immediately disoccvered that, although the ship and share syatems worked
mtisfactorily separately, the marriage of the two systems was hampered by fre-
quenocy ocoordination and interference problems. The AV-5 proceeded immediately
%0 anchorage off Engebl Island and was tied in to that island on one of the two
eysteus previously used between Engebil and Eniwetok, when it was found that the
184-mile range was too great for the normal AGC-T to AV-5 oirouit. When the
AGO-T and AV-4 moved to kngebi on 18 March 1948, the AGC-T7 to AV-5 gystem was
reegtablished, but the AGC-7 to Eniwetok aystems falled. These ocircuits were
reestablighed when the AGC-7 and Eniwetok installed vertioally polarized beam
antermas and used frequenoies providing a minimam of interference. The atten-
tion of the Communications Section was soon directed to the large amount of
telephone traffic between the AV's and Engebi (the first test isiand). Many
of the calls were not getting through the AGC-7 (Washington exchange) and the
Bniwetok (Garfield exchange) switohboards due to cirocuit oongestion and techni-
oal difficulties. Therefore, direct oircuits were requested from the AV-& and
the AV-5 to Engebi. One of the two systems between the two AV's was deacti-
vated and, with an additiomal CF-1 Carrier Bay prooured from the Army, an
AN/TRO-1 system was established between the AV-5 and Engebi whioh provided two

direot telephone chamnels between the switohboards. The AV-4 oircuit was patched
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around the AGO-T and Eniystok switohboards, thus mroviding one private AV-k to
Engebi oirouit through three rmdio-relay systems. The fimal over-all radio-
telephone system is shown on Figure Xo. 1. Ths AV-5 to Engebl gystem wes dias-
contimed at about 1300 om X minus 1 day. After the X-ray shot a system was
established between the AV-5 and Aomon-Biijiri. The second set of AN/TRO-1
and CF-1 ocarrier equipment required at Aomon-Biijiri was ane of those previous-
1y used at Eniwetok for the aystem to Engebi. The eame procedure was followed
for the Yoke and Rebra, AV-5 to Zero Island systems. After Zebra day, during
the roll-up period, two chbannels were patched from the AV-5 through the AGC-7
to Eniwetok. One of these was patched through Eniwetok to Parry Island while
the mecond terminated at the Eniwetok switohboerd. One chamnel from the AV-k
was patohed through the AGC-T to Eniwstok. As the ships departed the lagoon
on 21 May 1948, the AGC-T to Eniwetok systems were deactivated and two oironits
aoctivated between each of the three ships. This system, similar to that used
on the voyage to Eniwetak, oontinued in effect until arriwl at Cakland,
Oalifornia. The speoial radiotelephone network used during the three oritiocal
periods is desoribed in Paragmph 9, "X, Y, and Z-Day Cammnications".
(2) Technioal Changss

Two important technical changes were made in *t;he radio-
telephone system after arrivel at Eniwetok, One of these was the use of direo-
tiocnal antenmas between the AGO-7 and Eniwetok. Since the ship was oanstantly
swinging at emohbr, it was nsoeesary to maintain a continuous watoh to keep the
ship's anteunas pointing at Eniwetok some eighteen miles to the south. The
seoond ohange wam the substitution of CP-L carrier equipment for the CPF-T
equipment used on the system between the AV-L and the AGG-7. In addition to

the advantage of providing four ohammels as compared to the acne chemmel provided
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by the CF-7, the CF-1 is considersbly more adaptable to “line-up" when tele-
phone and telstype are to be used ¢n the same radio eystem. For future opera-
tions, all AN/TRC-1 systems should be installed with CF-1 oarrier equipments.
Either TH-1 or CF-2 teletype carrier systems may be employed in ocoanjunction
vith the AN/TRC-1/CF-1 combination depending on whether cne or fowr duplex
teletype circuits are required. Due to the extemsive use of the radioctelephone
aystem on this operation, it is recommended that the Navy immedistely undertake
the development of equipment to provide radiotelephone servioe between major
ships and with similar equipment now used or under develcpment by the Army and
Alxr Farce, The ability, especially during Joint operatioms, to pick up an
office telephone and talk to the desired party, whether he is on eanother ehip
or e.f; his office on shore, ocannot be overemphasired.
o. Island Telephone Installation

An extensive field telephone installstion was used by the
Engineers on the Zerc Islands during the construotion phase. As soon ag the
ditohes were dug for the instrumentation cables and general grading completed,
the installation of the AEC telephone network wes begun. Nearly all telephones
were oommected t0 the lasland switohboard by meens of underground oable. It is
believed that most of these underground telephone cables on the three Zero
Islande will be useable for a future test. The only mew requirements were two
lines from the top to the base of the Zero tower to aid in operation of the
hoists and the addition of a phone st the 600-ft. station. This phone wes ocon-
neoted on & party line with the 400-ft. station. The final "Zero Island Oom-
mnications” are shown on Figure No. k. Four phones were provided at the
timing staticn g0 that one or more could be set up on a patched-through oircuit

to Parry Island or to the other Zero Islande to provide ccmmmniocation for
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oheoking the underwater oables used for the time signale. This system wes not
used since Mr. Grier's group found that one of the gubmarine cable pairs could
be used as a party line connecting the control station at Farry Ieland with the
timing stations on all three Zero Islands, thus providing a private eystem for
IAJ~-12., If pericdioc tests are vo ‘be conducted at Eniwetak Atoll. it s recom-
mended that underwater telephone cables be laid between the important islands.
Radiotelephcne equipment would then be used to provide commmnication between
ships, betwsen ships and share, and to "back-up" the underwater cable systen.
A high-powered publio address system would have been very useful on the test
{alands to page persons receiving outside telephone calls.
d. ghip Telephone Installation

The automatic dirl systems on the three primary ships gave
very satisfactory service during this operation. The primary bottleneck for
the entire telephone system wes the manual switchboards on the AV-L, AV-3, and
the AGC~7. The number of telephons ochammels between ships and between ships
and shore was limited by the number of ocutside line drops on thege switohboards.
Ags was mentioned previously, the AV's had four drops and the AGC-7 ten. Nor-
mally the Navy uses the manual switchboards only when the ships are alongside
a pler, tying the switohboard to the shore station telephone system by means
of a ocable comneotion to the nearest available telephone Jjunction box on shore.
The AGC-7 system oonsisted of three separate switohboards, the original four-
dyrop board, plus eix-drop and two-drop boards inetalled at Terminal Igland.
Each line from the sutomatio exohange to the marmal boaxrd had a separate number;
ten numbers were ligted for the switchboerd on the AGC-7 and four numbers on
the two AV's. Thus, if ons number was busy, s second number was dialed, etc.

On the AGOC-7 different numbers were reguired to be dialed to place a call %o
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the island exchanges and to the AV exchanges sorresponding to the mtohbca.zﬂ
to which the exchanges were comected. In order to relay a call from ome of
the AV's to Eniwetok, it wes necessary for the operator to receive the ocall
on one switchboerd, dial one of the numbers connected through the automatic
exchange to the switohboard corresponding to the Eniwetok radio channels, and
finally place the call to the desired location. In addition, considerable
trouble was encountered with the ringing system since the EE-10l ringexrs used
in conjunection with the AN/TRC-l system were not designed to be employed with
the ships' switchboards. This meant that the operators at times had consider-
able difficulty contacting the desired exchange even though the radio systems
were functioning perfeotly. The AGC-T and AV-5 switchboards used a compli-
cated toggle-switoh system rather than the normal cord circuits found on most
telephone switchboards. This method 1s not considered satigfectory whea a
large amount of traffic is t0 be handled &s on this operation. If the AV-L
and the AV-5 are to be used on future tests of this sort or on taoctical mias-
sions involving good communications with a shore installation, it is strongly
recommended that the present switchboards be replaced with modern manual
boards having approximately twelve cord cirocuits, twelve ocuteide lines capable
of being connected to the radiotelephone system, and at leagh thirteen lines
(one more than the mumber of outside lines) to the ship's automatic exchange.
These lines should terminate on a "line-finder" system in the automatic ex-
change so that only one number must be dialed for a ship's phone to be com-
nected to any of the lines to the menual switohboard. The exact number of
lines to be installed hould be determined by the nature of the operation and

the characteristics of available equipment. With trained operators, the extra
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line to the ship's exchange could be used to accept requests for ocalls toc be
placed as soon as an ocutside line to the desired loocation becomes gsveilable.
e. Telephone Traffioc Analysia

Throughout the entire operation the telephone switohboerd
operators on the three shipa were required to keep a traffic log. This log
listed each call by hour with the origin and destination exchanges and whether
the call was completed, line busy or out, or no answer. The data were analyzed
for the two AVs for the pericd 20 April through 3 May 1948. Figure No. 2 shows
the "Radiotelephone Calls Per Day" for the two shipa. The number indicated is
the sum of the incoming and outgoing calls which were divided almost equally.
During the two weeks, the AV-5 handled 1,850 calls and the AV-4 1,418. This
averages 132 calla per day for the AV-5 and 101 calls per day for the AV-4. If
it can be assumed that each call corresponds to two messages and each message con-
tains approximately 100 words, the radiotelephone system reduced the amount of
message traffic handled by the AV-5 by 26,400 words per day or an estimated two
million words for the sixteen weeks of the operation. Proportionally, the tele-
phone system reduced the AV-4 traffic by approximetely one million five hundred
thousand words. The ratios of peak ocalls per day to average and minimum to
average for the AV-5 were reapectively 1.24 and 0.67. Corresponding figures for
the AV-4 were 1.42 and 0.43. Figure No. 3 indicates the relation between the
"Average Radiotelephone Calls Per Hour", and local time for the two shipa. As
would be expected, the traffic peaks ocour from 0800 to 1100 in the morning and
at about 1300 to 1400 in the afternoon. The peaks rise to approximately 11% of
the total calls per day or to about 15 calls per hour for the AV-5 and 11 for
the AV-4. It was during these peak periods that most of the outside lines were

reported as busy to persons attempting to place calls off the ship. During the
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two weeks studied, the AV-5 had 81 outgoing line busy reports or 8.3% of the

total of outgoing calls. The worst condition ocourred between 1000 and 1100 on

2 May 1948, when 12 calls were placed during the hour and 11 oalls were turned
down hecause the desired lines were busy. This was the exception rather than the |
rule, since the largest number of "line-busys" during any other hourly periocd was
two. In one case, 14 outgoing calls were handled during the hour with no reports
of "line-busy". Correapondingly, the AV-4 operators reported only 2.5% of the
outgoing calls as "line-busy". From these data, during the two-week period, it
appears that the AV-4 had satisfactory radiotelephone service. During peak traf-
fic hourse on the AV-5, extra outgoing oircuits would have been valuable. In an
operation of this sort some compromise must be made between designing the system
for the peak or for the average load. Extremely well-trained operators could have
alleviated the situation by taking orders for calls to be placed when a line was
available, similar to the system used by the telephone company. Also, a control
system could have been instituted where authority was required from some designated
official before the ope.ator would be allowed to place the call. This latter system
would have reduced the number of unnecessary calls but it is not recommended except
when more severe circult congestion exists than ooocurred on this operation.

A study was made during the week of 20-26 April 1948 to deter-
mine the destination and origin of calls handled by the AV-4. This study is

sunmerized below:

Per Cent To From Per Cent
36.9 122 USS Albemarle 118 34.7
41.3 137 USS Mt. McKinley 1h6 42.8

9.7 32 Eniwetok 21 6.3
0.9 3 Runit 0 0.0
10.9 36 Aomon-Biijiri% 55 16.2
0.3 1 Parry 0 0.0
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Similar date should have been analyzed early in the operation to determine the
need for special circuite.
3. Teletype System
a. Cirouits and Installations

Teletype communication by commercial TWX from Los Alamos
to the AGC-T at Terminal Ipland was quite satisfactory. This cirocuit was
entirely land-line.

On 29 February 1948, the AGC-7 and AV-4 sailed for Pearl
Harbor; the AV-5 and Bairoko (CVE-ll5) followed on 1 March. Radioteletype com-
mmnication with Pearl Harbor (BHP) was established by the AGC-T according to
plan; VHF radioteletype communiocation was established between AGC-7 and AV-}4 and
HF radioteletype communication between AGC-7 and AV-5. Los Alamos wes notified
in advance the exaot time to change routing indicators.

On 1 March the leased line from lLos Alamos to Presidio of
San Francisco was activated.

Messages were satisfactorily routed to the ships at sea in
aocordance with the teletype routing plan. However, SIGTOT scrambled tapes were
received so badly garbled they ocould not be deorypted. A "round-robin" test
mesgsage sent from the AGC-T to Pearl Harbor to Fort Shafter to Presidio via
ACAR to 12th Nawval District San Franoisco, to Pearl Harbor via Navy circuit and
back to AGC-T indicated that garbles were apparently ocourring in the Navy or
Army "long haul" circuit from Hawail to S8an Francisco. Since the Army has used
SIGIOT over its ACAN oirocuit for some time and since the Navy does not use
SIGTOT, it was suspected that the difficulty lay in the Navy cirouit. Presidio
relay ocenter was, therefore, requested to route all Los Alamos traffic over

ACAN to Fort Shafter for relay. This immediately oleared up much of the garbling.
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It was later learned at a conference with the Communication Office of 14th Naval
District at Pearl Harbor that the Navy circult, Hawali-San Francisco, was a
miltiplex circuilt and did not transmit spaces. For this reason all SIGIOT
scrambled tapes were garbled.

On arrival at Eniwetok the AV-5 anchored off Engebi and the
AGC-T and AV-l4 anchored off Eniwetok, about 184 miles from the AV-5 (see Figure
No. 6). At this digtance the AN/TRC-l VHF circuite went out-and HF had to be
used to maintain contact between the AGC-T7 and AV-5. Also, when the AGC-T and
AV-4 moved to a position off Enggbi, AN/TRC-l VHF communicatlion between the
AL -7 and Eniwetok went out. VHF communication was re-esteblished when a
vertically polarized directional antemna arrey wes installed on the AGC-7 and
beamed at Eniwetok.

Due to the constantly changing position of ships at sea
relative to each other, it was necessary that AN/‘I'RC-l antemmas be nondirec-
tional. For this reason vertical single element antemnas were installed on the
three ships. On the AGC-T7 and AV-4, in particular, the AN/TRC-l transnitting
and receiving antennas did not have suffioient separation to prevent consider-
able.interference. This made it necessary to keep gain levels quite low. When
the ships were within three or four miles of each other, signal strength was
great enough for satiefactory communioation at low gain levels; however, when
the ships were separated by greater distances, the signal-to-noise ratio de-
creased to the point where teletype reception failed completely. Only by in-
stallation of directional arrays, when ships were at anchor, and by separating

receiving and transmitting antennas, was it possible to maintain satisfactory

AN/TRC-1 communication over distances as graat as 18 miles.
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To provide for some flexibility in use of SIGTOT equipment
andi associated teletype equipment, the Bureau of Ships had comnected the various
equipments into patch penel loocated in the SIGIOT ocode room and Radio I on all
three ships. This installation permitted either on-line or off-line operation
and some flexibility in the use of equipment. However, the patch panels proved
to be paorly constructed and caused a great deal of trouble. In several in-
stances migtakes in wiring were encountered such as reversed polarity on patoh
panel Jjacks, eto. Also the wiring was so complicated that much unnecessary
delay was experienced in setting up oirocuits. This was especially true on the
AGC-T. The experiences of this operation indicated that SIGIOT code rooms
should operate off-line for all message traffic and on-line only for teletype
conferences.

b. Cryptographic Systems

(1) SIGror (one-time-tape system)
(a) Procedure
Navy offioers who were to function as SIGTOT

ooding officers on the three ships had not recelved previous training in SIGTOT
prooedures before reporting for duty. Furthermore, olearances were not received
for meny until after the sailing date. This made it necessary for properly
cleared officers of JTF 7 Commnication Btaff on the AGC-7 and the Commnication
Offioers on the AV-4 and AV-5 to do the work of the SIGTOT Officers until their
clearances were received. It also delayed on-the-job training of these officers.
Meny of the early diffioculties experienced with SIGTOT would not have ocourred
if all SIGIOT officers could have been sent through a Joint schcol to learn the

detaile of message encryptiom, proper message procedure, and msthods of break-

ing garbles.
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(b) SIGTOT Conferences

Several test and two actual SIGTOT oconferences
were conducted between ships en route. None of these oonferences could be con-
sldered completely successful because of oircuit diffioulties and earbling.
The AEC SIGIOT instruction boak contained no procedure for conferences, and
since no perscnnel abcard had had previous SIGIOT training or experience, & non-
standard procedure had to be deviged. ILater the Army SIGIOT Instruction Book,
SIGSAP-3, which contained the procedure for two-way conferences, was obtained
from JTF 7 Army SBeocurity Agent Representative. But the two-way conference pro-
cedure wes not entirely adaptable to a three-way oconference. After arrival at
Eniwetok no further SIGTOT conferences were conducted between ships since it
was quite simple to assemble personnel for conferences on one of the ships.

(c) Garbles

The SIGTOT oryptographic system 18 an electrical
(teletype) gystem of random substitution. In enorypting a message, lmpulses
from a transmitting key tape are mixed with impulses from the olear text char-
acters to produce & scrambled tape. In decrypting the scrambled tape, impulses
from its characters are mixed witih impulses from an identical receliving key tape
to produce the origins.i clear text letters or ocharacters. If, in the process of
relaying the scrambled t=ce from originator's teletype center to addressee's
teletype center, charactere are lost or gained or individual characters are
changed, the message beccmes garbled; that is, it ocamnot be decrypted auto-
matically so that it exactly reproduces the original clear text.

During the early stages of the operation phase,
circult oonditions and equipment adjustment were not sufficiently reliable to

prevent excessive garbling. Over 50% of both outgoing and incoming AEC SIGroT
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messages were garbled seriously. Single-letter garbles usually resulted only
in misspelled words and seldom required a message rerun. Messages containing
garbles cauged by the loss or galn of ten or less characters could usually be
broken in an hour or two. Messages s0 badly garbled they could not be decrypted
required that a service message be sent, requesting retransmission of the
scrambled tape (rerun) by one or more relay points, or re-encryption of the
originating station. This caused delays of from several hours to two or three
days.

In an effort to determine the source of garbling,
Los Alamos Traffic Manager sent test sorambled tape messages to the relay
stations and AV-4 and AV-5, with instructions to return the sorambled tape. The
results of these tests were rather inconclusive but indicated that fewer garbles
were oocurring between Fort Shafter and Los Alamos than in the forward area ocir-
cuits and teletype centers.

For a period of one week 6-13 April, scrambled
tapes transmitted by the AV-5 to Los Alamos and received by AV-5 from Los Alamos
were collected and compared with the tapes as received by AGC-T7 and the Joint
Relay Station at Eniwetok. This comparison indicated that about 20% of the out-
going SIGTOT messages from the AV-5 to Los Alamos were garbled when received by
Eniwetok; however, only 5% were garbled beyond decryption. About an equal per-
centage of incoming messages were garbled betweem Eniwetok and the AV-5 but
only 3% beyond deoryption. This informetion was submitted to Communication
Officer JIF 7 with a request that greater efforts be made to improve reliability
of loocal radioteletype circuits.

During the week 2-8 May, of the 61 messages
received by AV-4, AV-5, and AGC-7 from Los Alamos, only one was garbled beyond

-3k-
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decryption. Improved circuits and experience of SIGIOT officers had greatly
deéreased. the difficulty with garbles in couparison with the difficulties at the
beginning of the operation phase.

AEC SIQTOT tape segment usage (see Figures 8, 10,
and 11) was considerably less than anticipated. The USS Albemarle (AV-5) was
the greatest consumer but used only slightly more than 10% of the tapes ordered
for use with Los Alamos.

(2) sIGABA (Navy ECM)

SIGABA is an electrical cryptographic wachine used by
the Army, Navy, and Air Forces for encryption of messages classified as high as
TOP SECRET. On 24 March 1948, a request was submitted to Communication Officer
JI¥ 7 to provide Los Alemos with SIGABA and Jjoint systems. Since Los Alamos
held no joint oryptographic system, it had to send all classified messages
addressed to Sandpipe.’ \JIF 7 Headquarters at Fort Shafter, Hawali) or Eniwetok
(when ships were not there) back to AEC Washington to be passed by hand to the
War Department for encryption and relay. "This caused considerable delay in
delivery of such messages aud could have been avoided if Los Alamos had been
equipped with SIGABA and joint systems. SIGABA was to be used only for encryp-
tion of non-A¥A Restricted Date mesemnges. At the time of writing this report
no answer had been received to this request.

Sinoce SIQABA messages are encrypted into five letter
groups, it is much simpler for a teletypewriter operator to determine when wnd
where & garble ocours than in a SIGIOT sorambled tape. Consequently, he can
ask for the necessary correction (Rerun) immediately, whereas, with SIGTOT
scrambled tape, garbles often carmot be detected until an effort is 'made to

decrypt the message. Also, SIGABA messages are less easily garbled to the
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extent that the message cannot be decrypted. For these reasons 1t is recom-
mended that in any future operation SIGABA and joint systems be furnished Los
Alamos for use as mentioned above and as a back-up for SIGIOT.

(3) sSIGPIE (one-time-pad system)

On 31 March, AEC issued GM T4 whioh approved the use
of SIGPIE for the enoryption of TOP SECRET Restrioted Data messages to be trans-
mitted by teletype to and from the forward area. In accordance with this
authority SIGPIE systems were furnished to the Test Director (CTG 7.1) on the
AV-5 for use in segding such messages to Los Alamos and AEC, Washington.

Systems were also furnished the AGC-T and AV-4 but no requirement for their

uge was seen since all such messages had to be authenticated by CIG 7.1. These

systems were returned.
c. Teletype Procedure
(1) Message Heading Procedure

Los Alamos teletype center experienced considerable
difficulty with teletype procedure because it was required to use both the Joint
Army-Navy-Air Force Procedure (Joint Tape Relay Procedure, JANP 127) and AEC
procedure. The AEC procedure is designed for TWX use where direct oconnection is
made between the originating station and addressee station; consequently, no

external heading in clear text other than the oryptographic heading 1s used.

Only an internal heading (enorypted) is used by AEC. On the other hand JANP 127 I

presoribes the use of an extermal headlng employing routing indicators. No

internal heading procedure is prescribed in JANP 127 since all the necessary
routing instructions are ocontained 1n ths external heading. This made it neces-
sary for Los Alamos SIGTOT code room persommel to change all message headings in

relaying messages from AEC channels to military ohammels and vice versa.
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An attempt was made to decrease the work of Los Alamos
by baving the ships use both an external and internal heading. This also was
confusing since it required the ships to use one heading procedure for messages
to lLos Alamos and another for messages to military addressees. No completely
satisfactory solution to this problem was found during the period of Operstion
Sandstone. However, in any operation such as this where different procedures
are uged, it is apparent that a transition point, such as Los Alamos, must exist
and must have personnel trained in both procedures so they can easily and effi-
clently make the necessary changes from one procedure to the other.

(&) a4

When GM T4 became effective on 31 March, it was apparent
that its provisions pertaining to CONFIDENTIAL and SECRET messages other than Re-
strioted Data messages (Parts I and II) oould not be applied to JTF 7, and the
instructions regarding TOP SECRET military ncn-AEA Restricted Data nessages
(Pars II1) oould be followed by only TG 7.1. Authority was obtained from AEC
(Mr. Dol Genio) by Mr. W. Moran (AEC weourity Representative an JTF 7 Staff) for
JIF 7 to ignore those provisions of GM T4 which were in conflict with the mili-
tary procedures for handling military classified messages. Restrioted Data mes-
sages and TOP SECRET military messages addressed tu AEC addressees were handled
by TG 7.1 in accordance with GM Tk.

GM T4 mekes no distinction between AEA Regtricted Data
messages and non-AEA Restricted Date messnges except in the olassification of
TOP SECRET. The Seourity Ammex to JTF 7 Field Order No. 1 specifies, in effect,
that all Restricted Data messages will contain the statement "This is AEA Re-
strioted Data” in the text of the message. For joint operatioms such as Opera-
tion Sandstone it is important that GM Th specify that all Regtriocted Data mes-

sages be demignated as such 80 the military can handle such messages in accord -
ance with AEC Becurity instructions.
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d. Teletype Traffic Analysis (see Figures 7 to 14 incl.)
(1) Megsmge Traffio

Figures 7 and 9 show the number of words per week (of
SIGrOT messages) sent between the ships and Los Alamos during the period 15 Feb-
ruary to 15 May 1948. This does not include clear text messages which were
estimated to be less than 10 to 15% of thq total traffic. The incoming and out-
going word count was very closely balanced with 58,937 words sent from Los Alamos
to the ships and 59,059 words originated on the ships for Los Alamos during this
period. The peak of the incoming traffic load was about 7,600 words per week and
ocourred in the week of 18-24 April 1948. The outgoing peak was approximately
7,500 words per week during the period 25 April to 1 May 1948. The AV-5 handled
about twice the AEC traffic of the AV-4 and AGC-7 together. The latter two
ships' AEC traffic load was approximately equal.

Figures 8 and 10 show the weekly consumption of SIGIOT
tape segments corresponding to the word count statistics of Figures 7 and 9.
Fach roll of SIGTOT tape contains 10,000 Baudot (teletype) characters and is
divided into 30 segments, thus each tape segment caontains about 333 characters.

A pummary of the SIGIOT tape segment usage is shown below:

TAPE SEGMENT USAGE WITH LOS ALAMOS

Ordered
Tapes Segments Segments Ugsed* Per Cent Used
AV-4 Transmitting Loo 12,000 o3k 1.9
AV-4 Receiving %00 12,000 282 2.35
AV-5 Transmitting koo 12,000 1,172 9.78
AV-5 Receiving 400 12,000 1,180 9.83
AGC-T Tranemitting 200 6,000 296 4.93
AGC-T Receiving 200 6,000 210 3.50

¥#15 February through 15 May 1948.
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This information can be used in conjunction with the word count data to deter-
mine the average mumber of text words per tape segment. The AV-5 gtatistios
indiocate thet approximately 33 text words per SIGTOT tape segment ocep be used
&8 a baesis for ordering SIGTOT tapes when plamming future operations of this
type. This figure inocludes coded addresses and tape segments accidently de-
stroyed as well as the unused portions of the individual segments.

Figure No. 1l illustrates the SIGTOT tape segment usage
between ships. Most of these segments were used during the week of 7-13 Maroh
1948, for the teletype test and actual oonferences while the ships were en route
to Eniwetok. Since no such oconferences were conduoted thersafter, only a very
small fraotion of the tapes on hand were used. The small amount of traffio
between ships was due to the extensive use of the radiotelephone system, the
Guard Mail system, and the readily available boat transportation.

Figure No. 12 shows the word count per week of incoming
and outgoing traffic handled by Los Alamos. During the period 29 February to 15
May 1948, 885 mesemges with 94,853 words of outgoing and 817 messages with 93,105 .
words of incoming trarfioc passed through the lLos Alamos teletype center. ZXaoh
messa.ge averaged about 110 words. From 21 April to 17 May 1948, Los Alamos
handled 11 inooming and 9 outgoing messages to Mr. Griert's home office in Cam-
bridge, Massachusetts. During the period 1 March to 15 May 1948, 252 messages
were sent to and 235 messages were received from AEGC, Weshington. Also, 40 mes-
sages vwere sent to Sandia Base and 27 messages received from Sendis Bage duxing
this period.

(2) Relay Time
Figures 13 and 14 show the distribution of the time

required to relay meesages between the ships and los Alamos. The rolay time
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platted is the difference between the message Date Time Group (D1G) and the time
tt;e coded message was received by the teletype operator at the addressee station.
Figure No. 13, based on 295 messages sent from Los Alamos to the ships during
the periad 17 March to 2 May 1948, shows that half of the Routine SIGIOT mes-
sages were received in less than 33 hours. Helf of the Priarity messages and
half of the Operational Priority messages arrived in less tbhan 3 hours and 2%
hours respectiveiry. Figure No. 1k, based on 127 messages sent from the sbips
to Los Alamos during the period 21 April to 17 May 1948, shows that the relay
time mode for Routine messages ocourred between 23 and 3 hours, while the mode
for Priority messages ocourred betwesn 2 and 25 hours. The three Operatiomal
Priority messages sent during this period arrived at Los Alamos between 1 and
lﬁ- hours after the Dete Time Group was assigned to the mesgages on the ships.
The data indlcate that messages were relayed to Los Alamos in approximately
one-half hour less time than that required for messages sent to the forward area.
The only projected explenation for this 1s that the date for the relay time to
Los Alamos was aralyzed only during the last four weeks of the operation and may
represent an improvement in the over-all operation of the teletype message relay
gystem.
(3) Leased Line Traffic

The iteased line from the Presidio of San Franocisco to
Los Alamos was in service from 1 March 1948 until the ships ret;zxned to the
United States at Oakland, California on 4 June 1948. The cost of this facility
was quoted as $1,601.13 per month with a $30.00 nanrecurring installation chargs.
There was no termination oharge. Thus, the total cost of this service was
approximstely $5,100. During the period 1 March to 15 May 1948, approximately

120,000 words were relayed over this line. The cost per word is estimated at
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about three cents (3¢) as compared to an estimated TWK cost of one cent (1¢)
per word. The line was out of pervice a total of about 24 hours or lees than
1% of the time. The employment of this leased line is believed to be Justified
by the reliability as well as time-saving advantages over normal TWX mervice.
4. Teohnical Net

The stations in the so-called Technical Net are indicated om
Figure No. 15. The equipment installations on the ships were completed and
tested before the convoy departed for Eniwetok. Upon arrival of the Tagk Foroe,
the shore and LCM (6) Tank Control Boat stations were installed with SCR-608
radio sets provided by the Navy. The original 11 channel plan soon proved to
be unworkable due to mutual interference with the 10 meter amateur band and

other services. A four chammnel system was instituted as follows:

Channel No. Frequency Stations
1 27.6 AGC-T, AV-4, AV-5, CVE-115
2 27.9 Engebi, Aomon, Runit, ILCM (6)
3 30.1 LM 250 & 378, Eniwetok, LSD-19
4 30.4 A1l photo towers, Parry

The Tech Net was extensively used, primarily by the Photographic Group, but also
by personnel in the AVs' Staff Offices. In meny cases when the radiotelephone
eystem was busy or out of service, communication was successful over this
facility. Considerable interference resulted from the operaticm of this net.

It was most noticeable as third harmonic radiation into the 70 to 100 Mos
radiotelephone band. It is recommended that on future operations a similar

net be planned dbut using different equipment, preferably on higher frequencies
than those used for this operation. Forty to fifty Mos is worthy of oonsidera-

tion since it was found that SCR-300 walkie-talkies, with about one-half watt
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transmitters with the employment of high antemnas Opersting im this range would
provide fairly reliable communication throughout the lagoon.
5. Rediologloal Net

The Radiological Net i1llustrated an Figurs No. 16 gave very
reliable service during the operatian. Extensive communication was carried out
between the radiological centers on the AGC-7T and CVE-1l5 sinoce the OVE-11l5 wes
not inoluded in the radiotelephone net. Additianal TOS radio sets were in-
ntal;ed in landing boats whioh preceded the ships returning towarde the Test
Igland after the shot and aleo in a protected enclosure near the tank dugout
t0 provide direoct communiocation between the radiological perscmnel returning
to the Test Island and the two radiologioal cemters.

6. Blagt Net

The SCR-300 walkie-talkie radio sets allocated to the Blagt Group
were primarily used to provide communication between the Zero Island and the
blast telemetering station on Parry Island to aid in lining up the telemetering
transmitters and receivers. As wags briefly m.entiénod under the planning stage,
na oonslderation was given to possible interference from the Armed Foroes' IFF
equipment with the 156 to 180 Mos telemetering band. Arrangements were made
for all unused IFF equipment and all jamming transmitters to be sealed for the
duration of the operation. All IFF equipment in use was twrmed off from minus
30 minutes to plus 5 minntes. No known interference was received from this
source. On the night of X minus 1, the telemeotering station reported strang
interference on one of the six frequemcies. The interfering transmitter was
ident1fied as an AN/TRC-1 on the AV-5 operating on 84 Mog. This transmitter,
which provided radictelephone commmnication with the AV-4 was silenced om
X minus 1, X, Y minus 1, 7, & minus 4, and Z days, and no further interference

wes reported.
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7. Radiochemisgtry Net
The commnicationa used by the Radiochemistry Group, LAJ-2,
differed enly slightly from the original plen desoribed in 8ection III, Para-
graph 7, in that a small boat was not required to ferry persommel ashore from
the ICM (6) eince the landing oraft oould beach directly on the Zero Island.
The system as used is illustrated on Figure No. 17. -
8. Neutrocn Net
The Measurement of Neutrons Group, IAJ-3, used essentially the
system disoussed previously in Section III, Paragraph 8, and ghown on Figure
No. 18. The use of the LM cable ships was eliminated from the operation sinoce
collection of the water cable samples could be made by small boats. Direot
walkie-talkie communication was provided between the small boats used during
the sample installation operation and the AV-5.
9. X, ¥, and Z-Day Commuumnications
The special communiocations set up for the oritiocal times are
illustrated on Figure No. 19. The facilities may be divided into five
categories:
1) Three-way radiotelephaone
2) Time signals broadcast
3) AVR communicaticns
k) 8CR-300 net
5) Normel communiocation system
a. Three-Way Radiotelephone
This system was aotivated at about 1330 on D minus 1 and
oontinued in use until about 0900 on D day. It oconsisted essentially of
AN/TP.C-l syebems st the Zero Isiand, AGC-T, and Parry Island all ocomnected to
e patch or control board at the VHF building on Eniwetok. When the AV-5 geoured

its Zerc Island radiotelephone system at about 1300 on D minus 1, the Zero Island
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AN/TRC-1 with assooiated CF-1 carrier equipment was et up in a system with
Eniwetok, thus making a total of two Zero Island to Fniwetok systems. Normal
telephone service was meintained on the Zero Island until the last personnel
loft the iglend at 0200 on D day. At Eniwetok, one chamnel from each of these
systems was connected to drops on & BD-T2 switohboard. Also commeocted to this
control board were one ohannel from each of the two Eniwetok to AGC-T7 systems,
ocne charmel from each of the two Eniwetok to Parry Island asystems, one of the
two Eniwetok to Parry Island control station submarine ocables, and one line to
the main Eniwetok switchboard. The control board operator was responsible for
patohing in any desired two- or three-way circults and for testing all oircuits
every half hour. On the flag bridge of the AGC-7 (headquarters of the Test and
Scientific Directors cn D minus 1 and D days) were located two EE-8A telephones
connected directly to the two special cirocuits to the Eniwetok ocontrol board.
These ochannels were, of course, discommected from the AGC-T ship switchboard.
At the Parry Island control station, three lines were provided to the Parry
Island telephone switchboard, and two submerine cables to Eniwetok. One of
thess went direotly to the Eniwetok control board for use if the two AN/TRC-1
oirouits should become noisy or fail. The second cable cirocuit was used to
provide timing signals for the Fitzwilliam Project persomnel operating special
CW transmitters at Eniwetok. Normal telephone gervice was maintained oon-
tinuously on Parry Island except that the two specisl channels 0 the Eniwetok
control board were reserved exclusively for the ume of the oontrol station per-
sonnel. The duplication of thess and the other facilities was required to in-
gure reliable communications during the oritical periods since the Scienmtifioc
Director stated that the test would be postponed if vital ocommunications sheuld

fail. At about K hour minus 30 minutes, the best AGC-7 to Enlwetcok and Eniwetok

.
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to Parry oirouits were chosen and the oorresponding EE-8A telephone on the flag
bridge was moved to the location ohosen by the Test and Scientific Directors
for their viewing poinmt. ¥From this time until ebout H plus 15 minutes a con-
tinuous oircuit was maintained to the Parry Island control station. Ringing
waB not necessary since both phones were gusrded continuously during this
period. At the time of the shot, the communiocations equipment whioh wes left
on the Zero Igland was expended. All equipment oun the X-ray test was destroyed.
Some of the squipment was salvaged on the Yoke test where the communications
building was more distant from the Zero tower, and was used on Runit for the
Zebra test.
b. Time Signals Broadoast

Volce Time Signals were broadcasted from the Parry Island
control station on JTF 7 Channel No. 707 (3,000 ko). They were transmitted at
minus one hour, at minus thirty, ten, and one minutes, and at minua thirty,
twenty, and ten seconds. A test broadcast was made preceding the minus one
hour signal to allow time for final adjustment of all receivers. This test
wag aolmowledged from the AGC-7 flag bridge on Charmel No. 718D. Two SCR-543
radio sets were installed on the roof of the control station. One antenna was
used with a double throw switch to allow rapid transfer to the second trans-
mitter if the primary transmitter had frniled. The signals were voice relayed
by VHF at the combat informetion center on the AGC-7. The broadoasts were
menitored on all ships and airoraft. Armangements were made so that if either
the AG0-T or the Fitzawilliam psrsomnel on Eniwetok observed any attempt to jam
the signals, the oontrol station would be immediately notified and would meke

simultaneous broadoasts on Channels No. 707 and 718D (3,000 and 5,545 ko).
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o. AVR Oommunicatiomns

Three radio channels were provided from the flag bridge of
the AGC-7 to the two air-gsea rescus boata (AVRs) used to evacuate the final
persormel from the Zero Island. Two of these, Channels No. T7168C and 718D on
5,205 and 5,545 kc, were controlled from remote position units (RFUs) with
monitoring speakers on the AGO-7. Two Navy type TCS radios were used on these
ohannels on each of the AVRe. The third chammel was provided by 8CR-300
walkie-talkie radio sets operating on Chamnel No. 415F (47.0 mo). During the
final high speed night AVR run from the Zero Iasland to Parry Ialand along a
oourse merked by lighted buoys, position reports were made to the flag bridge
simltaneously on 5,545 ke and 47.0 mo. These duplicate facilities were in-
stalled after communiocations failed on PX day morning when the TCB receiver
on one of the AVRs was acoldently detuned when one of the party was thrown
against the set during the high speed run. All commnications equipment aboard
the AVRs was thoroughly ohecked under operating ocnditions two or three days
before each test. This final AVR run was the most oritical time for the com-
minications system during the entire operation. Two TCS sets were installed
inside the control station to provide emsrgenoy commnioation with the AGC-T
flag bridge on 5,545 and 5,205 ks in ocase the radiotelephone system failed.

With the single exception of the AVR inoident on PX day, all D minus 1 and D

day communications were excellent.
d. 8CR-300 Net
In addition to the SCR-300s used between the AVRs and the
AGC-T flag bridge, these sets were almso employsd between the AVRs and the LCVPs
used before and after the test to trensport parsommel betwesn the AVRs and the

Zero Ieland. During the final preparation for the Engebi and Aomon tests the
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AVRg oould not doock at the island. Comsequently, one of the SCR-300s was
employed to ocommunicate with the AVRe from the beach. Flaghlight signals were
uged to indicate that communication was desired. This walkie-talkie gystem
also provided emergency communications between the Zero Island and the AGC-T
by relaying messages through the AVRs in the event that the radiotelephone
gystem falled. 8ince, when not actually under way, the AVR radios were
secured to save battery power, it was posaible to re-establish communications
to the AGC-7, as was required in one cage, by calling by radiotelephone from
the AGC-T to the Zero Islard beach, attracting the attention of the AVR by
flashlight, and them directing the AVR by SCR-300 from the beach to guard the
5,545 ko chamel to the AGC-T
o, Normal Communiocation System

Insofar as was possible, normal communications were main-
tained on D minus 1 and D days between all manned locations. Communiocations
to the photo towers and the unused Zero Islanis were secured as the lagt per-
gonnel were evacuated. The SCR-608 technical net radio set on the Test Island
was maintained in 0peratiqn for emergency use and was expended at the time of
the shot. However, use of the technical nst during the critiocal perliods was
reduced to a minimim to avoid wmecessary interference with other aystems,
pertionlarly with the radiotelephone. As was mentioned previously, the AV-h
to AV-5 radictelephone aystem was secured tu prevent interferemce with the
blast telemetering equipment. Telephome eervice between the two ships was
provided by relay tarough the AGC-7. The sghip'se telephone on the AGC-7 flag
bridgs was extensiveldy used by the Test and Soientific Directors to receive
final status reports on the various experiments and to report the progress of

the final preparations, in ¢ode, to persormel on the AVs.
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f. Comments

A considerable quantity of communications equipment was
destroyed on the Test Ipland at the time of the shot. Two compleie AN/TRC-l
systems with CF-1 carrier bays, & SCR-608, several BD-T2 telephone switoh-
boerds, end many EE-8A telephones were cxpended. Although this equipment had
been in oconstant use for several months under spevere tropiocal conditioms, it
oould have been reconditioned. The only Justification for this expenditure
was the requirement for extremely reliasble flexible communications during the
critiocal period. It is recommended that for future tests consideration be
given to the installation of submarine telephone cables to provide communica-
tion between the islands during oritical as well as normal periode. Some care
in the location and protection of the cables and terminals should be taken g0
that the cebles could be reused on later tests. This method would eliminate
the use of radio equipment on the Test Island, except possibly walkie-talkies
to the evacuation boats. More detailed plarming by both scientific and oom-
miniocations personnel could reduce to a minimum the amount of communications

equipment expended.

IV. CONCLUSIONS

A. Pertaining to the Planning Stage

l. The four-month period allowed for plamming is not suffiolent for
operations of this magnitude when the time required for clearance of personnel
a8 woll as operation and maintenance training is inoluded.

2. The quantity of radiotelephone traffic was underestimated by a

faotor of about two and the amount of teletype traffic was overestimated by a

factor of about ten.
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3. The plan for routing of ARC teletype messages via military tape
reley centers and over the leased line between Los Alamos and the Presidio
proved to be satisfactory. The prinoiple of a commaen relay point (Los Alamos)
for AEC messages in the United States was most important.

. The oryptographic plan should have inoluded SIGABA and joint
syestems for Los Alamos to be uged for handling non-AEA Restrioted Data mes-
gages. Also, SIGTOT systems should have been provided between Los Alamos and
Eniwetok and Los Alamos and Fort Shafter.

5. A defﬁnite plan for overocoming the differences between Army,
Navy, and AEC measage handling procedwres should have been formulated during
this stage.

6. In general, the over-all communication facility plamning was
excellent.

B. Pertaining to the Operation Btage

1. The radiotelephore systsm uesed cn this operation provided good
service between the three main ships and the island installations. Although
techniocal difficulties were encountered and the circuits were congested many
times by the large amount of traffic, the use of thlip system tended to aid and
expedite the operation more than any other communiocation froility.

2. The telephone gwitchboaerds employed on the AV-4&, AV-5 end the
AGC-T were uneatisfactory from both operational and capacity standpoints.

3. The radictelephone system reduced the amount of message traffio
tandled by the AV.-L4 and the AV-5 by en estimatad 1.5 and 2.0 million words
reapactively during the ccurss of the operation.

4. The island telephune installetions and the automatic exobanges

cp the shipe gavse satisfactory service.

-h9-
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5. The volume of teletype message traffic over the leapsed line
between 1.os Alamos and the Presidio was about one tenth of that expected and
amounted to about 20 messages totaling 2,200 words per day. However, the cost
of this service was justified by reliebility and time-saving considerations.

6. Gerbles ocourring during the transmission of AEC messages
enorypted in the SIGIOT system caused considerable delay in the delivery of
messages in the early stages of this operation. The decrease in the number
of garbles as the operation progressed indicates that SIGIOT can be used over
woll engineered, short range VHF and HF ship-shore and ship-ship systems and
over long range shore-based systems if well trained SIGIOT perscnnel are
employed. The use of this enoryption system over long range HF ship-shore
circuits was not coneidered entirely satisfactory.

7. The procedures specified in GM T4 for maintaining the seocurity
of AEC mepsages could not be complied with on this operation except in the case
of AFA Restricted Data and TOP SECRET messages.

8. The special communication facilities provided for several of the
scientific Measurement Groups gave satisfactory service.

9. The duplication of the facilities used for X, ¥, and Z-day oom-
minications and the expenditure of a large quantity of communioations equip-
ment on the Zero Island at the time of the test was justified only by the re-
quirement for extremely reliable oommunioa.ti'ons during the oritiocal periods.

No communiocation failures were experienced on test days.

V. RBEQOMMENDATIONS

A, 8ix to eight months should be allowed for communication pianning in
similar operations. The additional time should result in better system engi -

neering and allow for clearance and training of personnel.
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B. Consideration should be given to inoreasing the radiotelephone facili-
ties employed on future operations of this type.

C. The Department of the Navy should immediately undertake the develop-
ment of equipment to provide radiotelephone service between major ships and
with similar equipments now in use or being developed by the Army and Air Force.

D. The telephone switchboards, especially on the AV-4 and AV-5, should be
replaced with larger capacity, more easily operated equipment. The number of
outside line ocircuits to be installed should be considered from the tactical
standpoint as well as for use in similar operations.

E. Telephone communication between the main island locations should be
provided by a submarine telephone ceble system to decrease interference with
the radiotelephone system and to reduce the quantity of communications equip-
ment expsnded on the Test Island.

F. 1In future operations. all AEC messages should be passed to & centrel
oontrol and relay center such as Los Alamos for encryption, processing and
relay to the Joint Task Force or to AEC installations. A military liaison
reprosentative end possibly military coding personnel should be pisceu on duty
at the AEC relay center to aid in coordination of military and AEC procedure.

G. In addition to the AEC SIGTOT cryptographic systems furnished between
Los Alemos and tke ships and between ships, systems should be provided for use
with the advance base (Eniwetok) and ths JIF Forward Heedquarters. Los Alamos
should also hold SIGABA and Joint systems for transmission of non-AEA Restricted
Datae megsages to militery inetellations.

H. Intensive training should be given to all megsage handling and coding
psreomnel, both civilian and military, before commencement of the operation
phese. Partiouniar attention should be given to obtaining and clearing these

porscnnel very eerly in the planning stage.

L
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I. Unless a specifioc requiremsent exists, no provisions for three-way
8IGTOT teietype conferences should be made. However, the two-way SIGIOT tape
systems obtalned should be authorized for oonference as well as off-line mes-
mmge enoryption.

J. The SIGIOT and teletype patohing installations on the ships should be
8implified and improved patch panels installed. Also, the location of equip-
ment in the SIGTOT code rooms should be revised to increase operating efficienocy.

K. In view of the high power radio installations being made at Los Alamos,
strong oonsideration should be given to the establishment of a direct radiotele-
type system with the forward area of the operation.

L. GM Th should be revised to provide that Restricted Data messages of all
classifications be so designated in the text of the message. Algo, the classi-
fication of all messages should be inserted at the beginning of the message
text. Military olassified (non-AEA Restricted Data) messages should be handled
in accordance with military security procedures, especially on a joint operation,

M. Colonel Carl H. Hatch, Sigmal Corps, and Commander Russell J. Sohmidt,
USN, are to be commended for planning and direoting the excellent Army and Navy
communication facilities provided for the Atomic Energy Commission during Opera-
tion Sandstone. These two officers gave unremittingly of their time, energy,

and experience toward the success of this operation.
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FIGURES

A ligt of the figure numbers and titles for the drawings inoluded in
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